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BEA5 H: T2
RAfERZ, AR

Enable people to follow the way, without them having
to understand [the internals of] it.

— fLF (Confucius) , 551-479 BCE

o HIREK?

o HEARZ. ILTFRABXK, LEAAIE.
o JLHNIFE T BE S MERA S L i

o UWAIFETF “HWR” , FUUTHAE B IRk R

o BAHAAYRNT], A Esmig NEARHFEHA
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THE BRI DR R

At the heart of computational thinking 1s abstraction.
—Alfred Aho and Jeffrey Ullman, 2022
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Alfred Aho Jeffrey Ullman

Turing Lecture & R e
Aho, A. and Uliman, J. Abstractions, their algorithms
and their compilers. CACM 65, 2 (Feb, 2022), 76-91.



1. AR ARG E4E?
o /\éﬁl%l\gﬁ/fﬁ/%i-lﬂﬁﬁ%%iﬁﬁ

e How?

o DI—#WA
® 'fi)zﬁ_‘gj:ﬂa%’ éﬁéﬁﬂ%ﬁij’\j%gﬁ’ %%%ﬁﬁgi+ﬁﬁ%§

o [MgMAEFTEHIHR, PURFITAEHLAT I RIS 2 R R AR 1
o ERTERBERIEBIAME

o RUIEYEN NI
o =ANIESK: R BEARL MR RME
o MNEARR: Rk, A
o =AAIEE: G AL, UL, JoaEfT R
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WA + BRgit = R

B a5 -4 R; (Niklaus Wirth) , 1976
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fib[0] = O

fib[1] = 1

fori:=2;i<51;i++{
fib[i] = fib[i-1] + fib[i-2]
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1.1 Being thorough J& 3|

o fAIAbAFAE K S & 45 SmithFIUE TH EM

o EEimEim ARG, Wi ANHY R g LBy
o TRULANFT? ThiEe. ZHME. HERE. B, BA. Y RN, %
o MaZim®im? MIMBmBIMEm? @ kETH

o BN MIKIE NGB @ SmithfJZE 1L H i
o Yl FIEEANTIAMK @ WEEET O

@ EIRR A AR T

Zha“g® ® M =D(85ith Zhang [ ] (] smith

1. Write M f 4. Read M
Internet
@ nternet /

@ WeChat Datacenter m

WeChat Datacenter Ml M2 M3

2. M is stored as three replicated copies
3. WeChat sends notification of new message to Smith
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ZRIEMNAHT R BHERER

o LA B T HEAALE T EHLBHL10001457?
o AT LN AR

o U BT IHIL?

o Jiik: A REIEI A RS (benchmarks)
e Low-low, low-high, high-low, high-high
e Other applications are in the area enclosed by the extreme points

A

Computer performance is critically 2 *ILF"F"T""""";;;ZK_*
influenced by locality. || P |
Temporal locality I [8] & #14:: data =l |
and instructions currently used tend 3 | |
to be used again in near future. 3| ! |
Spatial locality “[A] J=j ¥ 1: locations % | andomAcecss PTRAN |
nearby a reference item will also Slge ‘AI'
likely be referenced.

Low Spatial Locality High



/B8 RS D BT

WG & B b B AE T A

o HHEH) Kium (big endian) 5/hig (little endian) o

o Rumi: WA F T OX40AE IR EA; Ox417/EA+1, Ox421EA+2,
o /NG B EARAL FTOXA3MAL IR HEA; Ox427/EA+1, Ox417EA+2,

o iR TF—ABIA]

Ox437EA+3
Ox407EA+3

e Danny Cohen: “Agreement upon an order is more important than the order agreed upon.”

o HUIR: PARMACAELEH], WbZEI 3

o Ki¥fJR: TCP/IP M%%, MIPSKbIH 2
x86, ARM, RISC-VAbIf2e

o /NimKk:

32{L EH 0x40414243 = 1078018627,
BEANFTH

B=fI  Byte0: 01000000=0x40,
Bytel: 01000001=0x41,
Byte2: 01000010=0x42,
BRI Byte3: 01000011=0x43.

0x40, 0x41, 0x42, 0x43 PONF35 401
ENERNGFHIE A, A+, A+2, A+3?

40

41

42

43

Address of this number starts at A

Address
A
| 40 41 | 4 43 A
A+1 A+1
A2 Byte0 Bytel Byte2 Byte3
A+2
A+3 A+3

How is the integer
'\‘\078018627 rep@lﬁd/v

in big and little endians

43

42

41

40




1.2 Being systematic E{&f4k
RGHL, MARMEEH., TLEEH

Bk

o FURMITIE, RIHhMGARTIE (BL—#)1)

e Use one stack of layers of abstractions to support many applications

e Instead of one stack for an application, in an ad hoc way

e Upper layer provides higher abstraction than lower layers
e Processor is more abstract than circuits

Application Programs, Processes

Operating System

Instructions

Computer Hardware

Logic Gates, Combinational Circuits and Sequential Circuits

Transistors, Capacitors, Resistors, Magnetic Parts, and Wires

RS

R

Application Programs, Processes

Operating System

Instructions

A\ 4

Keyboard

A\ 4

Display

\ 4

v

Mouse

Power

\ 4

Hard Disk

\ 4

UsSB

y' N
Processor
T/0
Core Core Bus
Cache GPU
1 )
Memory Bus
< y | 1/O Interface
A V' N
Memo
ry 1/0
Bus
Motherboard <
\ 4

A\ 4

Ethernet

Logic Gates, Combinational Circuits and Sequential Circuits

Transistors, Capacitors, Resistors, Magnetic Parts, and Wires

14



M BARTTERERHF BRI 2R

N ERRARE: 5 EEFEERREEES T
TS e 4 /K (Rita Colwell) T-20024-11H
70 [E PR ot 5 2 BB Ve B 32 R 25 .
YRl W R A B 24,
NN RIL T B AR A2 K PR R A K R
B Y (D EeRbEY, 1R oA
B BN EIRIBAINRE . N2 A FERHA T
| 50 (2) &k (ntegration) F4b 788547
4 JLEFENHZE (Reductionism) .
WEERNE T B (integration) &, FriE

Ak, BHL. R BEE. LSRG 17
B T

https://nsf.gov/news/speeches/colwell/rc02_sc2002/sld020.htm

DIRET R TR Mg HR, &E.
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1.3 Coping with complexity

WX B

¥

o FERN N

: RGEHRBIR, HE
-%%m%#ﬁ%ﬁ%
. RGHHSEL T &=
RS 2R B b AR A

o B

%#%w%

o JFLNTIEEE: HA () 2

RO RN F T HIEE R E
RO g%, BEwRTE. L.

PERMAFLE, A IUNRREAE =R

FRTER

WMiE &5

o L. ML

o R WHFKEILHT
o Al: R HIAALH
o & WRATETHRAEM



B

P

) 7] 32 JR B

§ 2

o ARARITHEALARL Y ] AR A] LLE S X —
AN TR S
Any problem in computer science can
be solved with another level of
Indirection

o KNIt 1 IXNEERIRTIKK

JR I

o EFFEN-=

19934F &

b

@ (Butler Lampson) 7E

RV G 7 XA,

e R ERAE

K e E )
David Wheeler
1927-2004

I gwiE = AW
SRR SF
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Prigd

iF

S

szﬂ‘ “&” ;l-l_

TORHI R 1

bhD

o ARIRFEHIZ004 A FAIEMGomARRT, & W2 DRt SIS ?

Appl

App2

N

AppN

How many models?

!

Computer-1 ‘

Computer-2

T~

Computer-M

Millions of applications

Thousand types of computers
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S

szﬂ‘ “ﬁ” ;l-l_

TORHI R 1

bhD

o ARIRFEHIZ004 A FAIIEMGomIERT, & W2 /DRt FAHLI S ?

A 1FH

o Hinik SR ZMEAY (bridging model)
o MrEMNHERESIHENL
o FrAEEK SN EIET, PARRESSFENL BT IR
o MEREEMRHAH
o EXTERNEMEY, f£ESLHENL BT,

P fe 22 Al

Appl

App2

N

=

Ellslﬁﬂi

How many models?

!

Computer-1 ‘

Computer-2

o(1)

O(N%)

AppN

T~

Computer-M

Millions of applications

1% 5 HL: von Neumann Model

Thousand types of computers

19
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IXZHFERF: DX “Z%” &I E M

e Worst case: each device matches millions of applications

bh)

«ELEE ke, NRARE —ANERRS: XA (i) FEmR

Appl App2% App3 | ... AppN Millions of applications
X X A FATHE SRR
v S\ S \
\
Generic [h@e Bw{ lnterh&: “
block Tﬂl{a&R
A3 ~ \
A RN
Driverl Driver2 Driver3 VAT RO &
Devicel Device2 Device3 DeviceM Millions of I/O devices




IXKBNFERF: N “Z%” EREIE Z4H

bh)

e \Worst case: each device matches millions of applications
o MG : NENMNVHE-IMNEERER; — A A <A, BT RBUIMCHERRET
e \With device driver: each device matches one interface

o Only write one device driver for each device (LA—NRSCEFHTMAH; PL—H#)
e Every device is either a block device (disk) or character device (keyboard)

REWRBIETF: RB&E. FREE

Appl App2 App3

...... AppN

Millions of applications

N /

Generic Device Driver Interface

block character

2N

Driverl

Driver2 Driver3

Devicel

Device2 Device3

b FA3 HE 3 AN R

ASTRAE P [F] =247 15 P AR s &
fmt.Printin FRFE &
ioutil.ReadFile R4

DriverM WA EE T IO %S

DeviceM Millions of I/O devices

21



2. What is abstraction? H&4RZHHR?
o Hi% =GR

e The creative process of abstracting a high-level entity from low-level instances by
focusing on the essential

o R = MBRLFEMIES

e Also the outcome of the creative process of abstracting

Rwdii

o HRMZ Fefy

o 1EHITHH %i%

o EKRZN 75552;5*@

o fE{} RS fa S im /K2
B L %
Y £ L




Cre* ) gne] 221 I 9 R 2

o ZNURAEINIAHEI3-4ih Gl FLH ] 1
o MEEIT %I

Y

e Aho & Ullman: #hR = Ldaisi il J KR AE
o VZLBRIEIE A NMRIE S, FIEHS S A

o PENZIH]
o ZMIEMZAY (Programming Model)
o HATHEA! (Execution Model)
o R4 ZEPFLA (Named Resources)

#efE

E /e

o Biltn, FEPINRFHALL DR, LW KN 0T B Rl

o IMFEAEAL (Programming Model) :
o PUTHET (Execution Model) :
o R4 XA (Named Resources) :

9wt 5 R

“RIRL TR

BN T AR 2
TR, B (HER. BB, BN

23



y o

The COG properties IR =14

e 2[R (Constrained) , &Ml (Objective) , 7Z4k (Generalizable)

o IHHEAMG, RAEW NN ERE. HRPRHE A BT DL—AET iR
o BIR, AHERMEIEHICRAN, MR A
o B, ABRHATUE SURRE IR, AT SRS LURRREHE S 1 AT
o BAL, ABERBURG. PREAS, M —HT

{ MXRRME  HRREBZSIRIT WA ]

=z

R BA AR ot

N

24



MBEHF: FF4EM (World Wide Web)

o MWHRIIHE: RAEHFEEIIM 2 ERE B TR
o % =Y. Tim Berners-Lee’k W) 73 4E X3 4
o WWWIH K% =M i

o 2[R (Constrained)

o A “RHBBEESRENEERTAEMTIYR” , ZBE 1 anfal {7 fif A B SE 40
o M (Objective)

o FEWHLE X TURL. HTML. HTTPZE 3 45 M 355 RARUE
o 24k (Generalizable)

o FHf] (1989%F) , ¥ = Y
o 30EJ5, Tk UG M TR AL F Web@@

Multimedia 2 AR

Programs Y 1989 - 2019
Services Mk %5 https://www.w3.org/comm/assets/logos
Data A /Web@30_logo/Logo_web/PNG/Logo_

Things %EEII ﬁ%#@ﬁi Logo_horizontal.png



UnicodeseH]: &> 5

o % IIFE: Encoding the world's writing systems
o HMZLEHE:. Unicode, (with COG properties)
o 2[R Constrained: focus on the essential; ignore irrelevant details
e Unicodefd il U+5174 ForFfF ‘0% , BB TARZIRM, . MEEs L
o ANE, A RENINEIRME
o =W Objective: a named, objective entity, no vagueness or ambiguity
e Syntactically and semantically precisely defined by Unicode standards
o JEFEHEMED, 1R HURRREES B 3HAT OV AT RE
o 24k Generalizable: to unseen instances or unexpected scenarios
e Able to handle unseen instances and unexpected scenarios, WIxKEHE

o ZAMERANTA—BEIRAEY “L—HD” KEZRN

Symbol Description Unicode
T English capital letter T U+0054
Q Greek letter Omega U+03A9
€ The Euro sign U+20AC
= A Chinese character U+5FD7

0] A Gothic letter U+10348




Unicodez®®s;x + UTF-85ZHL

o EIRTRH

BER 7R r) R L PR 25 i ok

o UnicodeF~: BEAF R 2] H Unicodehd &,
o UTF-85z): & Unicoderd & s2Bl N HUTF-84mtd, EIFE A7 AL

o JLTRT

o “VHJUnicodelid 4 £ U+003F=00000000 u@ R T84T, TEIA
o HUTF-84if324 0300000k = 0011111

Unicodefd /& Ji Xt N UTE-84m % 1~6/ 711 FHE
0000~007F OXXXXXXX 1
0080~07FF T1OXXXXX LOXXXXXX 2
0800~FFFF 1110xXXXX 1OXXXXXX L1OXXXXXX 3
10000~1FFFFF 11110xXX 1OXXXXXX LOXXXXXX LOXXXXXX 4
200000~3FFFFFF 111110xX 1OXXXXXX LOXXXXXX LOXXXXXX LOXXXXXX 5
4000000~7FFFFFFF [ 111110x 10xxxxxX 1OxXXxXXX LOXXXXXX LOXXXXXX 1OXXXXXX 6




Unicodez®®s;x + UTF-85ZHL

o CERRTFRTH THEMRIFRIR In E R P D R

e UnicodeZ®r:

R AT RS 1) i Unicodeft £

o UTF-83ZHl: #%&: 1 Unicodefd S s2H AFUTF-84m A%, RILE N A HI4K

o HIITFAY

o  “UF'HUnicodel 5 & U+4F60= yml 100000, firF#5317, %‘%

o UTF-84hE Ny 1110xxxX 10xxxxXxX 10xxxxxx = 11100100 10111101 10100000 = E4BDAO

RIGFT EREFT R

Unicodefd /& Ji Xt N UTE-84m % 1~6/ 711 FHE
0000~007F OXXXXXXX 1
0080~07FF T1OXXXXX LOXXXXXX 2
0800~FFFF 1110XXXX 1OXXXXXX LOXXXXXX 3
10000~1FFFFF 11110xXX 1OXXXXXX LOXXXXXX LOXXXXXX 4
200000~3FFFFFF 111110xX 1OXXXXXX LOXXXXXX LOXXXXXX LOXXXXXX 5
4000000~7FFFFFFF [ 1111110x 10xxxxxX 10OxXXxXXX LOXXXXXX LOXXXXXX 1OXXXXXX 6




Unicodez®®s;x + UTF-85ZHL

o “HEERTIFIH) EHIFRIR n) B I A R
o UnicodeZE~: KEANFF LG F H Unicodefd &
o UTF-85:8l: ¥4&~Unicodefd s s2Pi N HUTF-84mhd, HI7E A7 IR

o HIITFAY

o  “UF'HUnicodel 5 & U+4F60= yml 100000, firF#5317, %‘%

o UTF-84hE Ny 1110xxxX 10xxxxXxX 10xxxxxx = 11100100 10111101 10100000 = E4BDAO

RIGFT EREFT R

o BERERREERTAT, SURENINIT G 7 14k
o IMICCFRMIBRITRR SCIF, RFIMB: BB 451 Unicodef? i 7 Z4MB

Unicodefd /& Ji Xt N UTE-84m % 1~6/ 711 FHE
0000~007F OXXXXXXX 1
0080~07FF T1OXXXXX LOXXXXXX 2
0800~FFFF 1110xXXXX 1OXXXXXX L1OXXXXXX 3
10000~1FFFFF 11110xXX 1OXXXXXX LOXXXXXX LOXXXXXX 4
200000~3FFFFFF 111110xX 1OXXXXXX LOXXXXXX LOXXXXXX LOXXXXXX 5
4000000~7FFFFFFF [ 111110x 10xxxxxX 1OxXXxXXX LOXXXXXX LOXXXXXX 1OXXXXXX 6




3. BIEHA

o MR = MR = W45 i)

o ZuAEF:A L K R AR NI IN A
o BB, A, VA
o ASCIFFF. £ 5H
o UIAIRINIFERAE S AP RIS AY 7
o ERKIZMEE: FPIRTEF(100)=
o EIRFFF (the world’s text)
o S [AJEHn
o [UHF: (EREIRSLIEH, [y 2B =Y
o H: (EREBESLIH, A, . 53X

o RGUUNM] SCHFAHEIRA ?

o FHHEER. fR4F (pointer) . &5y (struct)

30



4
>> )

3.1 &£ EbtbRs. 5. B HA. Uk
o W5 ANGORLFF, TENH &M LAY

X := byte(63) I/l X is a byte variable. What if changed to X:=63?

fmt.Printf("Decimal: %d\n", X) /[ Decimal: 63

fmt.Printf("Hex: %X\n", X) Il Hex: 3F

fmt.Printf("Character: %c\n", X)  // Character: ?

fmt.Printf(“Binary: %b\n”, X) /l Binary: 111111; X/&8tt4s71y, FsL [£00111111, 2 leading 0’s

var S [5]byte = [5]byte{'n','e",'I','I','0"}

// S=[104, 101, 108, 108, 111] A byte variable X digits — >0 0111111
var byteSlice [Jbyte = S[1:4] by X:=byte(63) %%igll](gal S 726 25 24 23 22 71 70
// byteSlice=[101, 108, 108] _
/I slice is built from underlying array An int variable X digits: —> |00 ...... 00111111
Yl i RS HA generated by 763 positional—>+ 2 ... 2227 2% 27 2% 2" 2"
fmt.Printin("array S =", S) An array S generated weights
/[ Array S =104 101 108 108 111] by var S [5]byte = elements —>( 0. 1011 108l 108] 111
fmt.Printin("byteSlice =", byteSlice) [Slbyte{h''e, I, o" o ar > 0 ™ 2 3 4
// byteSlice = [101 108 108] \
A slice byteSlice ) \.
generated from array S byteSlice 3
var byteSlice [Jbyte = S[1:4] Name  Pointer Length

31
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AR FHEIE NSRRI T BE

positional number systems

o N A? AR ETH AT &

o BBRMEMT SitHuL, —FEARAETHENE, EE5METR

o Q: MMXXI—-MCMLIV =7?

e Value of MMXXI =M+ M + X + X + | =1000+1000+10+10+1=2021

e Value of MCMLIV =M+ CM + L + IV = 1000+900+50+4=1954
Note that CM and IV are short-hand symbols, e.g., IV = llll = |+1+I+]

o A:2021-1954 =67 = LXVIl; MMXXI| = MCMLIV = LXVII

o VEE: MMXXIFIHAMMEE 81000 (—F) , S5 &K

Z L B0E S R R T BR R B B

Roman M D C L

X

\%

I

Iv IX XL XC CD CM

Decimal 1000 500 100 50

10

5

1

4 9 40 90 400 900

32



N

HATHEN S AR A ALE T B0
positional number systems
o Nt A? LA E THEEETT 8
o BT HitHus: ANETHEGE
e Q: MMXXI—-MCMLIV =?

e Value of MMXXI =M+ M + X + X + | =1000+1000+10+10+1=2021

e Value of MCMLIV =M + CM + L + IV = 1000+900+50+4=1954
Note that CM and IV are short-hand symbols, e.g., IV = llll = |+1+I+]

o A:2021-1954 =67 = LXVIl; MMXXI| = MCMLIV = LXVII

o ANtHEAS Bk FOR
o HEMMMXXI — MCMLIV =2 iy
o WVEMPBRIEFNEME T
e MMXXI x MCMLIV =7
e MMXXI|I+MCMLIV =7

33



. iE $a = 2021.1954

o TithlE a8 Efi: 2. 0. 2. 1. 1. 9. 5. 4
o HEZEG|FRENME, HHIN3. 2. 1. 0. -1. -2, -3, -4
o Hfy (digit) MEHPENET; HibLrIr BAE £ 100
o CIMEE a=Y3_,(a; x10") = 2021.1954
o 10 ZJEH (base) , i £Z5F| (index) , {0,1,2,3,4,5,6,7,8,9} e ¥ £ (digit set)
o NAETIHEENIE . BWHME BB B I fEAL B R
o MM TAL (RBINB) 3 HoA2AETAr (KB HD)

o A2 KAN a3 x 103 =2x103/= 2000
o N2 FHIR a; x 101 =2 x 10 = 20

FE+AN HEZ# A=

g@

%%g%

S 2 g §
e —52021.1954
index —> 3 2 1 0 -1 2 3 -4

34
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AR TE B0 B F At

o HIRIM—ME X
o {F{Tn-digit number a = ¥ !(a; x b)), WE/N g, AIAI <0
e bisthe base, iis the index, {0,...,b-1} is the digit set
e iis also called position

o __ZHil|Binary U, 01000001=1x264+1x2°=64+1=65
o a=Y" (a; x2Y, b=2,digit set={0, 1}
e Used in computers. This is what computers can understand

35
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AR TE B0 B F At

—HE X

o fEfn-digit number a = Y*'(a; X bY), WE/NE, WHI<O0

e bisthe base, iis the index, {0,...,b-1} is the digit set
e iis also called position

—Z%HIBinary %1, 01000001=1x26+1x20=64+1=65

—_—a

a=Y"4(a; X 2Y), b = 2, digit set = {0, 1}
Used in computers. This is what computers can understand

+ gt Decimal U1, 65=6x 101 +5x10° = 60 +5 = 65

a=Y"Ha; X 10Y), b = 10, digit set = {0,1,2,3,4,5,6,7,8,9}
Used by humans and high-level language programs

36
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AR TE B0 B F At

—HE X

o fEfn-digit number a = Y*'(a; X bY), WE/NE, WHI<O0

e bisthe base, iis the index, {0,...,b-1} is the digit set
e iis also called position

—Z%HIBinary %1, 01000001=1x26+1x20=64+1=65

—_—a

a=Y"4(a; X 2Y), b = 2, digit set = {0, 1}
Used in computers. This is what computers can understand

+ gt Decimal U1, 65=6x 101 +5x10° = 60 +5 = 65

a=Y"Ha; X 10Y), b = 10, digit set = {0,1,2,3,4,5,6,7,8,9}
Used by humans and high-level language programs

+/N3Ef|Hexadecimal U0, 41=4x16'+1x16° = 64+ 1 = 65

a=Y"MNa; x 16Y), b = 16, digit set = {0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F}
Used by programmers and high-level language programs
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A H AL EIE R ?

o 2 F K

Re H CHER RS ? Bildn, iR 2k
o HJLJ
o -1

Bergman’s number system (the z number system)

e Can represent some irrational numbers exactly in finite digits

e Created by George Bergman, a 12-year junior high school student
e Base b =1 =(1++5)/2~1.6180339, digit set = {0, 1}

e 14 =100100.110110=7>+ 72+ 7 1+t 2+ 774 +77°
Fibonacci number system (FNS)

e Fibonacci numbers 1, 2, 3, 5, 8, ... as positional weights

e digitset={0, 1}

e 14=11001=1%Xx8+1%Xx54+40%x34+0x2+1x%x1
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Decimal Hexadecimal  Binary The T Number System FNS
101100 16° 23222120 ORI R At A Al i A 85321
0 0 0000 0 00000
1 1 0001 1 00001
2 2 0010 10.01 00010
3 3 0011 100.01 00100
4 4 0100 101.01 00101
5 5 0101 1000.1001 01000
6 6 0110 1010.0001 01001
7 7 0111 10000.0001 01010
8 8 1000 10001.0001 10000
9 9 1001 10010.0101 10001
10 A 1010 10100.0101 10010
11 B 1011 10101.0101 10100
12 C 1100 100000. 101001 10101
13 D 1101 100010.001001 11000
14 E 1110 100100.110110 11001
15 F 1111 100101.001001 11010




3.2 WA ERE LSRR ?

e Answer: Operate on the byte or int variable containing the bit
Through some mask mechanism

e Example: Inverting the rightmost bit of a byte & 4 tLRFEAE
Input: 00111111; Output: 00111110

e Code explained with the corresponding operations

X := byte(63) /[ assign 63=00111111 to variable x

V=X /Il bitwise NOT of x, i.e., v=11000000

v=v&O0Oxl I/ bitwise AND to retain the right-most bit of v Mask

X = X & OXFE // bitwise AND to clear the right-most bit of x mechanism
X=X]|v I/ bitwise OR to get the final result

x=00111111 Given input
v=00111111= 11000000 Bitwise NOT

v = 11000000 & 00000001 = 00000000 Bitwise AND

x=00111111 &11111110=00111110 Bitwise AND

x =00111110 | 00000000 = 00111110 Bitwise O
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(used in Project Text Hider)

o Input: 00111161)=63, 001010{0)=42; Output: 00111110

e Code explained with the corresponding operations

X .= byte(63) /[ assign 63=00111111 to variable x
VvV = byte(42) /[ assign 42=00101010 to variable v

V=V &0x3 Il bitwise AND to retain the right-most 2 bits of v Mask

X=X & OXFC Il bitwise AND to clear the right-most 2 bits of x mechanism
/Il retaining the leftmost 6 bits

X=X|V /Il bitwise OR to get the final result

x=00111111 Given input

v =00101010 Given input

v = 00101010 & 00000011 = 00000010 Bitwise AND

x=00111111 & 11111100 = 00111100 Bitwise AND

x =00111100 | 00000010 = 00111110 Bitwise OR

Note: 0x3 =00000011; OxFC = 00111100
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***3.3 |IEEE 754 Z# 5%

Use floating-point numbers to represent reals

o [ [FZEAEAN NAE M S 5648 A
o UM THRIRT~3.1415927 2

A simple way: converting whole and fraction into binary
e 3.1415927=11.0010010000111111011011

Another way: 3.1415927 =

May not be unique

e 3.1415927 x 10°=31415927 x 107 =0.31415927 x 10! = ...
o RPFEIHENEE RN R RERI S —Hhi 2 )5

R

Exponent

}

=13.1415927 x 10Y

T

Significant FEE
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AN

IEEE 754 F RBFRFE  AH4akER%?

Use floating-point numbers to represent reals

o MRALEHI T AR IR

e Default left-most 1

o MBI ER /RIS (Biased exponent) to speed up comparison
e 00000001 +127=128 =10000000

m~3.1415927 x 10° = 1.5707964 x 2!

-~
~

9

SR
Sign

+1.10010010000111111011011 x 200000001
+.100100100001 11111011011, 200000001, it default left-most 1

Exponent Significant

\4
01000000010010010000111111011011; the IEEE 754 representation
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IEEE 754 H R BB AakER%?

o JEN JRTFRE, SRS ETE
o MM, AERURACE. T LK. FESEEL (NaNs, 4v-5)

o W :=7.0/(Y/0.0)/(Z/0.0)/= L IEFAZEE 50.0, AL HTRREREImH 1L

Ebd| 31 [3029......23 2221 oot i, 10 TR
TR AL B S 440941 0<E <255 |HUSHLEHM (—1)Sx 1.M x 2(E-127)
Bk 0 |11111110 111111111211111111111111 1.M x 2127
m 0 10000000 10010010000111111011011 1.570796 x 21~ 3.141592
5/ 0 /00000001 00000000000000000000000 1.0 x 2(17127) = p—126
P4 | S [00000000 EeF M (—1)Sx 0.M x 27126
ISON 0 {00000000 11111111111111111111112 (1—2723) x 27126
) 0 |00000000 00000000000000000000001 2723 x 27126 = 149
_ 0 |00000000 00000000000000000000000 Z0
N 1 |00000000 00000000000000000000000 % -0
0 11111111 00000000000000000000000 +00
RIK 1 |11111111 00000000000000000000000 —
L3 S |11111111 T R NaN
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== LB R AR

e How to test the equality of two o
floating-point numbers? import "math’

> go run ./testPoint123.go

func main() {

if0.1+02==0.3{
fmt.Println("0.1+0.2 == 0.3")

0.1+0.2 == 0.3 «
0.1+0.2 1= 0.3
0.1+0.2 ==0.3
>

There may be a small
difference between
0.1+0.2 and 0.3

e Totestif (X+Y)is equal to Z

} else {
fmt.Println("0.1+0.2 = 0.3")

H

X:=0.1 // var X float64 = 0.1

Y :=0.2

Z:=03

ifX+Y=27{
fmt.Println("0.1+0.2 == 0.3")

We {
fmt. Println("0.1+0.2 1= 0.3")

}

o Don't use (X+Y)==Z wath.Abs(xw-z)<math.Pow(1o, -12) {

e Test if the absolute value of the
difference is less than epsilon, i.e.,
use Abs(X+Y-Z) < 1012

fmt.Println("0.1+0.2 == 0.3")
} else {
fmt.PrintIn("0.1+0.2 != 0.3")

}

45



3.4 (%) gk 5¥a4t

e Array is simple
e Linear, consecutive arrangement of N elements of the same type

e Example: var A [5]byte defines a byte array A of 5 elements
e A[0], A[1], A[2], A[3], A[4] are all of type byte WM : Ron—AHIEsAH R (A28 ok

e What if the elements are of different types? AHFREATF?

e Usestruct HEWBERR—HREMITE

A data structure with type Student struct {
different types of elements name string
e Elements are called fields 1 : int
. majorCode byte
e Usethe FIot notation to e bool
access fields, e.g., T string

e JoanSmith.ID accesses the }
student ID of Joan Smith, 4 ;&JoanSmith[1]

e FanWang.active = false assigns the false
value to the active field of student Fan
Wang, indicating that he is not actively enrolled

o XfHE: BAMMAHZERL (index) fRMFFEILE, WAB[FEE3I T ITHR

var JoanSmith, FanWang Student
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Pointers and addressing modes

feér 53R

e Array is simple
e Linear, consecutive arrangement of N — 0
elements of the same type !

W, AREESRARE ) e

Array A — 50] 1
e Example: a byte arrayA | [

e Next element of Afi] is Ali+21] | ...

e If Afi]is at address 50, A[i+1] is at 51 type myType struct { N
o What if not consecutive? e'eTe”t $t X
next *myType
BANANELLE A T3 ) t -
var X, Y myType
: : N y
e Pointer brings flexibility X next = 5
e Nonlinear arrangements, where the Y.next = *X |
elements can jump around 248.1

e Example: two variables X and Y
connected by pointers
e Indicated by the two arrows

The number 48 is due to the fact that
Golang has a 48-bit virtual memory space
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Contrasting three addressing modes

e Array is simple
Linear, consecutive arrangement

e Pointer brings flexibility
Nonlinear arrangements

e Pointers are supported by the
Indirect addressing mode
Contrasting three addressing modes
e Immediate addressing 7.E1%{ 54k MOV 50, R1;
50 > R1, i.e., R1=50
e NO memory access

Array A —

50

—N-1

248.1

50

RO

R1

R2
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Contrasting three addressing modes

e Array is simple
Linear, consecutive arrangement

e Pointer brings flexibility !
Nonlinear arrangements Array A —<

e Pointers are supported by the
Indirect addressing mode

Contrasting three addressing modes

e Immediate addressing 7B 5-H: MOV 50, R1;
50 > R1, i.e., R1=50

e Direct addressing H#Z31k: MOV M[50], R1;
M[50] > R1,i.e., R1=1

Often the common case

RO R1

R2
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Contrasting three addressing modes

e Array is simple

Linear, consecutive arrangement — 0

e Pointer brings flexibility !

Nonlinear arrangements Array A —<

e Pointers are supported by the

Indirect addressing mode

Contrasting three addressing modes

e Immediate addressing 7B 5-H: MOV 50, R1;

50 2> R1,i.e.,, R1=50

e Direct addressing H#%3-4k: MOV M[50], R1;

M[50] = R1, i.e., R1=1

e Indirect addressing [A]4%3-1k: MOV M[M[50]], R1;

M[M[50]] > R1, i.e.,

M[M[50]] is M[1], R1=M[1]=0

First get the address

RO R1 R2
Then access for the value



Step-by-step lllustration of pointers

func main() {
b :=true // Boolean variable b
p=&Db // p holds b’s address
fmt.Printin(p) // Print b's address
fmt.Printin(*p) I/l Print b's value; dereference p
*p = false // Modify b's value
fmt.Printin(b) // Print b's value

*p = 1(*p) /Il Use and modify b's value by negation

fmt.Printin(b)

0x0
0x1

0xc042058058

N

Memory cell 0
Memory cell 1

Variable b, type bool
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Step-by-step lllustration of pointers

func main() {
b :=true // Boolean variable b
p=&Db // p holds b’s address
fmt.Printin(p) // Print b's address
fmt.Printin(*p) I/l Print b's value; dereference p

*p = false /l Modify b's value
fmt.Printin(b) // Print b's value
*p = 1(*p) /l Use and modify b's value by negation
fmt.Printin(b)
}
0x0
0x1
1-minute Quiz:
0xc042058058

What is the output of
the final statement fmt.Printin(b)?

N

Memory cell 0
Memory cell 1

Variable b, type bool
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Step-by-step lllustration of pointers

o FRMRIGEFI—NFANE RSB AT SE IR

func main() {
b :=true
p.=&Db
fmt.Printin(p)
fmt.Printin(*p)

*p = false
fmt.Printin(b)
*p =1("p)
fmt.Printin(b)

}

> go run ./pointer.go

0xc042058058

true

false

true

>

// Boolean variable b
/l p holds b’s address
// Print b's address

I/l Print b's value

N

/Il Modify b's value P

// Print b's value
I/l Use and modify b's value by negation

0x0

0x1

0xc042058058] 0x1 (true)

Memory cell 0
Memory cell 1

Variable b, type bool
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lllustration of pointers

func main() {
b :=true // Boolean variable b
p=&b /I p holds b’s address It 4t &2 BUHH#EAE7%F
fmt.Printin(p) // Print b's address
fmt.Printin(*p) // Print b's value

*p = false // Modify b's value

fmt.Printin(b) // Print b's value

*p = 1(*p) /Il Use and modify b's value by negation

fmt.Printin(b)
}

0x0

> go run ./pointer.go 0x1
0xc042058058 0xc042058058
true
false 0xc042078018
true

>

N

Memory cell 0
Memory cell 1

Variable b, type bool

Variable p, pointer type

54



lllustration of pointers

func main() {

b :=true // Boolean variable b

p=&Db // p holds b’s address

fmt.Printin(p) // Print b's address

fmt.Printin(*p) Print b's value

*p = false Il [fy b's value

fmt.Printin(b) Il Print b’¥alue

*p = 1(*p) /I Use and motsy b's value by negation

fmt.Printin(b)
}

0x0

> go run ./pointer.go Oxl
0xc042058058 0xc0420858
true
false 0xc042078018
true

>

N

0x1 (true)

0xc042058058

Memory cell 0
Memory cell 1

Variable b, type bool

Variable p, pointer type
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lllustration of pointers

func main() {

b := true /| Boolean variable b

p=&Db
fmt.Printin(p) //
fmt.Printin(*

*p = false / Modify b's value
fmt.Printin(b) Il Pr 's value
*p = 1(*p) /l Use and '
fmt.Printin(b)

}

> go run ./pointer.go

0xc042058058

true

false

true

>

// Print what *p holds, i.e., b‘s value [A]#:3-4k

b's value by negation

0xc042058058

0xc042078018

BEAb* R 5] R ERT

Memory cell 0
Memory cell 1

Variable b, type bool

Variable p, pointer type
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lllustration of pointers

func main() {
b :=true
p.=&b
fmt.Printin(p)
fmt.Printin(*p)

*p = false
fmt.Printin(b)
*p = 1(*p)
fmt.Printin(b)

}

> go run ./pointer.go

0xc042058058

true

false

true

>

// Boolean variable b

/l p holds b’s address

// Print b's address

/[ Print b's value

/I Modify b‘s value [A]#:3-4k
/I Print b's value

I/l Use and modify b's value by negation

0x0
0x1

0xc042058058

0xc042078018

N

Memory cell 0
Memory cell 1

Variable b, type bool

Variable p, pointer type
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lllustration of pointers

func main() {
b :=true // Boolean variable b
p=&Db // p holds b’s address
fmt.Printin(p) // Print b's address
fmt.Printin(*p) // Print b's value
*p = false // Modify b's value
fmt.Printin(b) // Print b's value P

N

*p = 1(*p) nd modify b's value by negation

fmt.Printin(b)
} Memory cell 0
> go run ./pointer.go — Memory cell |
0xc042058058 0xc042058058| 0x0 (false) Variable b, type bool
true L
false 0xc042078018| 0xc042058058 |[Variable p, pointer type
true e
>
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lllustration of pointers

func main() {
b :=true
p.=&b
fmt.Printin(p)
fmt.Printin(*p)

*p = false
fmt.Printin(b)
*p =1("p)
fmt.Printin(b)

}

> go run ./pointer.go

0xc042058058

true

false

true

>

/I Boolean variable b
/l p holds b’s address
/[ Print b's address

/[ Print b's value

/l Modify b's value

/I Print b's value

I/l Use and modify b's value by negation

0x0
0x1

0xc042058058

0xc042078018

N

Memory cell 0
Memory cell 1

Variable b, type bool

Variable p, pointer type
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lllustration of pointers

func main() {
b :=true
p.=&b
fmt.Printin(p)
fmt.Printin(*p)

*p = false
fmt.Printin(b)
*p =1(*p)
fmt.Printin(b)

}

> go run ./pointer.go

0xc042058058

true

false

true

>

/I Boolean variable b
/l p holds b’s address
/[ Print b's address

/[ Print b's value

/l Modify b's value

/I Print b's value

I/l Use and modify b's value by negation

0x0
0x1

0xc042058058

0xc042078018

N

0x1 (true)

Memory cell 0
Memory cell 1

Variable b, type bool

Variable p, pointer type
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4. The file abstraction YXH5XHZR%

o FFAAFMEEARARE P 3T, T HUEIEAEAE
o I MF ARG

o T U , AR (H3

o WA (BRAD) 5 ANfRRAT, MHXTERAIT

o Ha: s H=, HurH>, XHx, WRHE=E
o M5

o JHFREIL, SCHRR/N, T RIARR

i > / _root directory

o WHAEL N SAF =

o HH|T BN M EeAE math101/ /101/ \phy 3s101/
o U] SCHRFGIA W
¢ 1%4461:;%{/511,‘—':7_-‘5%% hide-0.go ﬁ{tx‘[ ucas.bmp doctoredUCAS.bmp

Richard Karp.txt  Autumn.bmp  doctoredAutumn.bmp
61



4.1 X5 XH RS

o MR R

o Leaf nodes are files; internal nodes are directories (special files)

-%Iﬁ%<lﬁﬁi#%%,M%%%>%%%~i#
Absolute path ZaX}#&4%: all the way from the root (/) 5 B E/cs101/
e Absolute path of Autumn.bmp: /cs101/Prj2/Autumn.bmp

o Relative path #X}E4 of Autumn.bmp
e Related to the current directory 47 H 3%,

i.e., working directory LAFH=x /

® ./Autumn.bmp if the matthl/
working directory is

/cs101/Prj2/ Prj 1/ Prj2/ Prj3/ Prj4/

® ../Prj2/Autumn.bmp if the / \
working directory is hide-0.go amlet.txt ucas.bmp doctoredUCAS.bmp
/cs101/Prj2/

Richard Karp.txt  Autumn.bmp  doctoredAutumn.bmp
e Home directory #t4 H3%
e The default directory when log in. Assume /cs101 is the home directory

>pwd
/cs101/
>cd Prj2
>

physics101/
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Hide text in a picture

e Write a program hide-0.go

e to hide the text of

Shakespeare's Hamlet

e ina picture file Autumn.bmp

e such that the doctored file shows no
visible difference from the original picture

e and another program show-0.go
to recover the text

HAMLET
DRAMATIS PERSONAE
CLAUDIUS king of Denmark. (KING CLAUDIUS:)

HAMLET son to the late, and nephew to the present king.

PRINCE FORTINBRAS Let four captains
Bear Hamlet, like a soldier, to the stage;
For he was likely, had he been put on,
To have proved most royally: and, for his passage,
The soldiers' music and the rites of war
Speak loudly for him.
Take up the bodies: such a sight as this
Becomes the field, but here shows much amiss.
Go, bid the soldiers shoot.
[A dead march. Exeunt, bearing off the dead
bodies; after which a peal of ordnance is shot off]

Original picture After careless hiding After careful hiding
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4.2 B 5 o8

| R

=]

e A file is a group of bits and may be structured

XHR—HER, TTRERA SN

ToEEHF T F(500) = 1394 2322 4561 6978 8013 9724
3828 7040 7283 9500 7025 6587 6973 0726 4108 9629
4832 5571 6228 6329 0691 5576 5887 6222 5212 94125
E & 1HF: Data and metadata of file Autumn.bmp

Data: bits of the actual picture (Pixel Array)
Metadata 7c %% : data about the picture data 1% =

BMP format in the file: File Header, Info Header

Other data associated with the file 1

Autumn.bmp

13
14
15
53
54

55
56

Addresses 0~53 hold
metadata

The pixel array for
actual image data
starts at address 54

BMP File Header

BMP Info Header

Pixel Array

The extension bmp says it's a bit map image file
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Other types of metadata

e Can be seen by running “Is -I Autumn.bmp”

Is -| Autumn.bmp, E/NSIIL, A& K5I
> -rw-rw-rw- 1 zxu zxu 9144630 Jul 22 2020 Autumn.bmp

e The file name, the file size, the time of creation (last modification)

o Access permissions =25 =F R

e Rights to read, write, and execute a file by the owner of the file, by the
group the owner belonging to, and by other users

e Example of access permissions
e loutil.WriteFile("./doctoredAutumn.bmp”, p, 0666)
e Every user canread

and write, but cannot Owner Group Others
execute r w | e r |[wlel|r |w]|e
® -I'W-rw-rw- 1 1 | - 1 1| -11[1] -
e 0666 =0110110110 0666: MHH HAAN) « A, AT, 715, Ral$ur

R ARSI, AR S

0700FK T AR ?



4.3 gnR[EE A

o RFICIFLAG IE HIARS AiERE N A7

fif T Efr

o JEEREEAE T EHLE N B ST R X

o AL 3 2 X 3 ) S

® ’f+ IE:IJ\_EI/J%JQH)E
o RFFVIR (byte slice)

o fHfHGolhE = He it 7 i &L

° D_

= ioutil. ReadFile("./Autumn.bmp")

o K4u7 H P EIAutumn.bompE 4
NAFELH NAERI Y AR Ep

o VHANBM LN, EH—IE
9144630 N LRI FZ A, K

N pHIR =2

p| &

9144630

ey

MRKE

53

54
55
56
{ 85
86

87
88
89
90
91

92
93

9144629

BMP FILE
HEADER

BMP INFO
HEADER

Oth Pixel-B
Oth Pixel-G
Oth Pixel-R

10th Pixel-G
01111011
10111011
01011010
10100111

Pixel Array
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How Is the image of Autumn.bmp
stored in Pixel Array?

e Pixel = Picture Element

e Pixel Array holds the pixels of the
Image, starting from the low-left
corner going right, and then up
row by row

e Each pixel has three bytes for

Color depth values of RGB, i.e.,
the primary colors of red, green, blue

BGR values = (0, 0, 0) - Black

BGR values = (255, 255, 255) - White
BGR values = (0, 0, 255) - Red

BGR values = (0, 255, 0) = ?

BGR values = (255, 0,0) = ?

e The first pixel is the Oth element of
Pixel Array

Uses addresses 54, 55, and 56 to store
its three BGR color depth values

13
14
15

53
54
55
56
85
86
87
88
89
90
91
92
93

9144629

BMP FILE
HEADER

BMP INFO
HEADER

Oth Pixel-B
Oth Pixel-G
Oth Pixel-R

10th Pixel-G
01111011
10111011
01011010
10100111

Pixel Array
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How to hide the length of a text
file In a picture?

We need the length when recover in show.go

e p, :=ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p

Autumn omp

Original p
e Recall that a function can return 9 BM ;léZE
. HEADER
multiple values 1
e This function returns two 15 MP INFO
values, the second of which is HEADER
i 53
not needed by this code o ﬁ Pl B
e Use a placeholder symbol ‘_’ ol PPl
e Also called the blank identifier &5 10th Pixel-G
86 01111011
87 10111011
88 01011010
89 10100111
90
91
92 Pixel Array
93
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How to hide the length of a text

file In a picture?

p, _ = ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p
t, _ :=ioutil. ReadFile("./hamlet.txt")

to read the text file into byte slice t
Length len(t) is a 64-bit integer

Autumn.bmp

e Hide every 2 bits in a byte of p originalp
« Need 32 bytes 1|  BUPFILE
o S=54T=32 ii
modify(len(t), p[S:S+T], T) 15/ BMPINFO
. . HEADER
to hide len(t) in p[54:86] 53
ST =——gipixel-B
35 Oth PixelF&
56 Oth Pixel-R
85 10th Pixel-G
86 01111011
87 10111011
88 01011010
89 10100111
90
91
92 Pixel Array
93

13
15

53
54
55
56
85
86

88
89

91
92
93

doctoredAutumn.bmp
Modified p

BMP FILE
HEADER

BMP INFO
HEADER

Hide 2 bits of len(t)
Hide 2 bits of len(t)
Hide 2 bits of len(t)

Hide 2 bits of len(t)
01111000
10111010
01011000
10100101

Pixel Array
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How to hide the length of a text
file In a picture?

e p, :=ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p
e t, :=ioutil.ReadFile("./hamlet.txt")
to read the text file into byte slice t
® Length |en(t) IS a 64-Dbit integer Autumn.bmp doctoredAutumn.bmp
o Hide every 2 bits in a byte of p originalp Modified p
0 BMP FILE 0 BMP FILE
° Need 32 bytes 1 HEADER 1 HEADER
e S=54T=32 13 13
14 14
e modify(len(t), p[S:S+T], T) o BMP INFO 15 BMP INFO
. . HEADER HEADER
to hide len(t) in p[54:86] 53 53
A ame | peEbe o
t Ixel- . .
func modify(txt int, pix [Jbyte, size int) { 56 Oth Pixel-R 56| Hide 2 bits of len()
for i := 0:i < sizeyi++{ 85 18t1h1'§5i1'x0e1|.1c; 85 | Hide 2 bits of len(y)
replace last 2 bits of pix[i] 05| loitioil 8 TR
with the last 2 bits of txt 89 10100111 89 10100101
} repeat with the Rext 2 bits of txt % ixel Array gé pixel Array
} Z LRI 3.2 iRl
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How to hide the contents of a
text file in a picture?

e p,_:=ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p
o t,_ :=ioutil.ReadFile("./hamlet.txt")

to read the text file into byte slice t
e t[0] holds the 1st character ‘H =72

Autumn.bmp

doctoredAutumn.bmp

Original p Modified p
e modify(int(t[O S+T:S+T+C]. C 0 BMP FILE 0 BMP FILE
fy(int(t[0]), pl 1.C) * HEADER N HEADER
where 13 13
TR L 14 14
e {[0]is 'H =72=01001000 15 BMP INFO 15 BMP INEO
e S=54T=32.Cis4 HEADER HEADER
’ ' 53 53
. i . ixel- 54 | Hide 2 bits of len(t
* PISFT:SHT+C)is plg6:o0] I 2 | ezl
56 Oth Pixel-R 56 | Hide 2 bits of len(t)
85 Pixel- 85 | Hide 2 bits of len(t
Original p[86:90] Modified p[86:90] so|  otLitoin 6 113000
87 10111011 87 10111010
86| 01111011 01111000 88 01011010 88 01011000
87| 10111011 ::> 10111010 89| 10100111 o 10100101
88| 01011010 01011000 91 91 _
89| 10100111 10100101 gg Pixel Array gg Pixel Array
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How to hide the contents of a
text file in a picture?

e p, :=ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p
e t, :=ioutil.ReadFile("./hamlet.txt")
to read the text file into byte slice t
® @ﬁﬁﬂﬁ%%/@ K%ﬂﬁt[l], | - O~Ien(t) Autumn.bmp doctoredAutumn.bmp
Original p Modified p
for i:=0; i<len(t); i++{ 0 BMP FILE 9 BMP FILE
— HEADER HEADER
offset := @ 4) 3 13
modify(int(t[i])/ p[offset:offset+C], C) 14 1
BMP INFO BMP INFO
} HEADER HEADER
LI T R4, FANEBATIFESN, Oth Pixel-B 52 [ Fide 2 bits of len(y)
%ﬁ%gpﬂ’ﬂ4/l\?jﬁo 15(_4/'\?4713 E/”ﬁ*g 55 Oth Pixel-G 55 | Hide 2 bits of len(t)
B8040, 1. 2. 3. %O(ﬁ'\lﬁﬁﬁh 56 Oth Pixel-R 56 | Hide 2 bits of len(t)
47 modify(int(t[0]), p[86:90], 4), &% 85|  10th Pixel-G 85 | Hide 2 bits of len(t)
P[86], P[87], P[88], P[89] o7|  Soiiiot: o7 | lo1tioio
88 01011010 88 01011000
89 10100111 89 10100101
Hbl+ R 54+ s & o al
92 Pixel Array 92 Ixel Array
o [MMZZFHEA I +R LI HmEE 93

T HEELE
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How to hide the contents of a
text file in a picture?

e p, :=ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p
e t, :=ioutil.ReadFile("./hamlet.txt")
to read the text file into byte slice t
e TO h|de a” t[|], | =0to Ien(t) Autumn.bmp doctoredAutumn.bmp
Original p Modified p
for i:=0; i<len(t); i++{ 0 BMP FILE ; BMP FILE
offset := S+T+(|*4) 13 HEADER 13 HEADER
modify(int(t[i]), p[offset:offset+C], C) " e
BMP INFO BMP INFO
} HEADER HEADER
e Each iteration hides t[i] in 1 om poere 54 [ Fide 2 s o et
P[S+T+(i*4):S+T+(i*4)+C] o I A 56 | Hide 2 bits of len(t)
o Where S=54,T=32,C=4 | 10 Pixel-G 85 | Hide 2 bits of len(y)
e Thatis, t[i] is hidden in G| seaion % | 0101000
p[86+(i*4)], p[B6+(i*4)+1], o 0 o
p[86+(|*4)+2]’ p[86+(|*4)+3] g; Pixel Array g% Pixel Array
TAG . . 93
e E.g., {[1]='A", is hidden in p[90:94]
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Check results

e Write the complete hide-0.go

e Execute and display result
> go run hide-0.go
> display doctoredAutumn.bmp

e The Text Hider project
e Produce hide.go with good coding practices
e Also need to write show.go

e Change hide-0.go to hide-1.go

e by modifying the most significant 2 bits (the
rightmost 2 bits) of each byte of Pixel Array

> go run hide-1.go
> display doctoredAutumn.bmp

| doctoredAutumn.bmp

Modifying rightmost 2 bits

5 o~

doctoredAutumn.bmp
Modifying leftmost 2 bits



