Gf) T AN ZERXF CS101

-{fr}f""ihﬂn '.'-"fh | Un €rsl t}r f Ch A d m}" Ofs ence

o £ R 4422

HEIEME, R

ZXu@ict.ac.cn



N Acu-Exams-CP

o W& L 4ENEA
o iH|ARNIE
o [T gWFE

o EIHME
o LT
o LR HH
o WHSLER
o ITHA M
e Web over Internet

o ML SV R TR

2 ML O O R R e NER N 7 ST S £ S0



1. Connectivity GEiE T, HEBEHIE)

o EBMATAEH — 1 EIFRR
e Often expressed as a graph ¢ =<V, E > of two sets
= Set of nodes (vertices): V ={v, vy, .., 0}
= Set of edges (links): E ={eq, e, .., en}

e Connectivity studies naming and topology problems
e Naming: How to name the nodes of a network? How to find a specific node? How to refer to a

specific node?  WAAHZAMNER TR BT R FBETTR?

e How are the nodes interconnected? Does the network structure change over time?

W 2% 40 41 AT 32 4L ?

e Undirected

o V ={v1,V, V3 1,4}

o E={ee;e3}

e Directed

o V ={v1,0,,v3 14}

o E={ee;e3¢€,}

undirected graph directed graph



1.1 Naming w4 54F%H

e Every network has one or more namespaces

Consisting of all names specified by a naming scheme
e Naming scheme: a function mapping a legitimate string to a node or an edge

o ABFRAGHTHE



1.1 Naming w4 54F%H

e Every network has one or more namespaces

e Consisting of all names specified by a naming scheme
Naming scheme: a function mapping a legitimate string to a node or an edge

» Specified by a standards body 42 77 A B 7 B E X AR &

Institute of Electrical and Electronics Engineers (IEEE)

Internet Engineering Task Force (IETF)
World Wide Web Consortium (W3C)

[ fs FE S L DR B2
[ B BB W L ARAT 5521
J3 4 X B B

Namespace Instance Remark on naming schemes

Personal name Joan Smith Personal names in a country
WeChat user H SR I Any legitimate string per WeChat standard
URL cs101.ucas.edu.cn/+ 3/ Universal Resource Locator of a webpage

Internet site

www.ict.ac.cn

Any domain name by IETF standards

Email address

ZXu@ict.ac.cn

userName@domainName

IP address

159.226.97.84

Internet Protocol address per IETF standards

Phone number

189-6666-8888

11 decimal digits by Telcom provider standards

MAC address

00-1E-C9-43-24-42

12 hexadecimal digits per IEEE standards




Y KR =&

o ZF (name) & WML, FRAIFENSLAE (entity)
o SR ERMLEF R A, WAl bl2d
o BN, [F=AIHGOES HWAER M HKAEES studentGender := 0

o Hilk (address) s&n] ELHH T A Frig Qs 44 =+
o Hiltn, RAHMLEFEFFHRAAMHAL  &studentRank
o Bltn, V4B ST E WET A A7 HkE
o AEHHER A T B W kil 7 BE EL R U ) SEAAR

o PRIRAF (identifier, ID) &R ME—FRiR AT RACSLAR ) 4
o TERANTUE A ME—
o Hilgn, —ANHERANRKEMIES
o N, J34EM Mk URL




Naming issues and considerations

e Uniqueness. Does a name map to a unique node? ME—1#

e The email address namespace enjoys uniqueness, but the namespace of personal names of a country's
population does not have uniqueness. There may be multiple persons named Joan Smith, causing
name conflicts, which in turn may lead to wrong connections.

o AIHEIES I (FF15242010)

Namespace Name (a legitimate string) Uniqueness

Personal name H#R A\t 44 Joan Smith ?
WeChat user {5 H " 4 H IR B ?
URL 3 4E M (X 41l cs101.ucas.edu.cn/# 3/ ?
Internet site [X4F/15 44 www.ict.ac.cn ?
Email address H, M- Ak zxu@ict.ac.cn ?
IP address IPHiE 159.226.97.84 ?
Phone number F-H15 4 189-6666-8888 ?
MAC address MACH I 00-1E-C9-43-24-42 ?




Naming issues and considerations

e Uniqueness. Does a hame map to a unigue node?

e The email address namespace enjoys uniqueness, but the namespace of personal names of a country's
population does not have uniqueness. There may be multiple persons named Joan Smith, causing
name conflicts, which in turn may lead to wrong connections.

Namespace Name (a legitimate string) Uniqueness
Personal name Joan Smith No
WeChat user H A R No
URL cs101.ucas.edu.cn// 3/ Yes
Internet site www.ict.ac.cn Yes
Email address zxu@ict.ac.cn Yes
IP address 159.226.97.84 Yes
Phone number 189-6666-8888 Yes
MAC address 00-1E-C9-43-24-42 Yes




Naming issues and considerations

e Friendliness. Are the names user-friendly, I.e., understandable by humans?

IR BN (DY K, B4 B

e The eight name schemes in Table have roughly decreasing user friendliness

e "Joan Smith" is much more understandable than "00-1E-C9-43-24-42", which is the name of the
network interface circuitry in a computer, also called MAC address

\

Namespace Name (a legitimate string)
Personal name Joan Smith
WeChat user HSA R
URL cs101.ucas.edu.cn// 3/

\

Internet site

www.ict.ac.cn

Email address

zZXu@ict.ac.cn

ﬁ/ s

User Friendliness

Mostly Yes

/ Somewhat friendly

Somewhat friendly

| Somewhat friendly

IP address 159.226.97.84 \ / No
Phone number 189-6666-8888 \ / No
MAC address 00-1E-C9-43-24-42 V No




Naming issues and considerations

e Autonomy. Can a user create or change a name on his own? H F

Autonomy has the advantage of convenience, but may lead to chaos
One may change a URL, but Web links to the old URL become invalid
Creating or modifying a name may need to go through a centralized process

Involving an authority of name registry

Namespace Name (a legitimate string) Autonomy
Personal name Joan Smith ?
WeChat user HSA R ?
URL cs101.ucas.edu.cn// 3/ ?
Internet site www.ict.ac.cn ?
Email address zxu@ict.ac.cn ?
IP address 159.226.97.84 ?
Phone number 189-6666-8888 ?
MAC address 00-1E-C9-43-24-42 ?
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Naming issues and considerations

e Autonomy. Can a user create or change a name on his own?
e Autonomy has the advantage of convenience, but may lead to chaos
e One may change a URL, but Web links to the old URL become invalid

e Creating or modifying a name may need to go through a centralized process
e Involving an authority of name registry

Namespace Name (a legitimate string) Autonomy
Personal name Joan Smith Yes
WeChat user H SR AT B Mostly Yes
URL cs101.ucas.edu.cn/+ 3/ Hierarchically Centralized
Internet site www.ict.ac.cn Hierarchically Centralized
Email address zxu@ict.ac.cn Hierarchically Centralized
IP address 159.226.97.84 Hierarchically Centralized
Phone number 189-6666-8888 Choose from a centralized pool
MAC address 00-1E-C9-43-24-42 Hierarchically Centralized




Naming issues and considerations

e Name conversion. An entity can have two namespaces.

e The Internet site with domain name www.ict.ac.cn and IP address 159.226.97.84
e The Domain Name System (DNS) converts a domain name to its IP address

DN S HBx P 3542 F2 BN | PHi ik
e http://www.ict.ac.cn > http://159.226.97.84

e Two types of IP addresses are used today PH<IPHILHE

o |Pv4 addresses use 32 bits and can generate 232 different IP addresses
e Each IPv4 address is organized as a 4-field format xxx.xxx.xxx.xxx such as 159.226.97.84
\PvAIHEIE H 5 R X T A 7B, B> 03255
e Each field is a decimal number from 0 to 255 159.266.97.84 & FEVEH]

12



Naming issues and considerations

e Name conversion. An entity can have two namespaces.

The Internet site with domain name www.ict.ac.cn has an IP address 159.226.97.84
The Domain Name System (DNS) converts a domain name to its IP address

DN S BLHK P 35544 e 5 N | P il ik
e http://www.ict.ac.cn > http://159.226.97.84

e Two types of IP addresses are used today PHEIPHLHE

IPv4 addresses use 32 bits and can generate 232 different IP addresses

e Each IPv4 address is organized as a 4-field format xxx.xxx.xxx.xxx such as 159.226.97.84
|PvARLHEE 5 R X 53 T A4 F B

e Each field is a decimal number from 0 to 255 159.266.97.84 & LK)

IPv6 addresses use 128 bits and can generate 2128 different IP addresses

*** Each IPv6 address is an 8-field format (colon-hexadecimal form)

XXXXEXXXXXKXXEXXXKXKKXK XXX XXX XKXX
such as 2001:0db8:85a3:0000:0000:8a2e:0370:7334

| PveHIEIE 5 B X I8N B, BN E 4 N Hex 3

13



Naming issues and considerations

e Name conversion. An entity can have two namespaces.

e The Internet site with domain name www.ict.ac.cn has an IP address 159.226.97.84
e The Domain Name System (DNS) converts a domain name to its IP address

DN S HBx P 3542 F2 BN | PHi ik
e http://www.ict.ac.cn > http://159.226.97.84

e Two types of IP addresses are used today PH<IPHILHE

o |Pv4 addresses use 32 bits and can generate 232 different IP addresses

e Each IPv4 address is organized as a 4-field format xxx.xxx.xxx.xxx such as 159.226.97.84
\PvARLHEIE 5 R X 73 T A4 F B
e Each field is a decimal number from 0 to 255 159.266.97.84 & FEVEH]

o |Pv6 addresses use 128 bits and can generate 2128 different IP addresses
e *** such as 2001:0db8:85a3:0000:0000:8a2e:0370:7334

e |IPv4 addresses exhaustion occurred as of November 2019
e There are 2128-32 = 296 times as many IPv6 addresses as IPv4 addresses

o 2019411H, &rEkIPvaihhEE R

14



JT4EM R HE URL

e Uniform Resource Locator A [ J%1iH

http :// csl0l.ucas.edu.cn
17204 s (3844 BIP L)

o H 1'11&% D\( :

file: V7 lRIATHENLI S

ftp: VR BRI _FAE R T EAL SO
https: 224 Hi5 [W)Web % R
mailto: 1 [a] B~ HIEAF Hi kil

e o6 o o \

[/
PR
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Domain name hierarchy and URL

o Z5EIMAM, Whatis the URL of the homepage & It of the following institutions?
e Fan Wang
e Journal of Computer Science and Technology
e Peking University
e Shenzhen Institute of Advanced Technology
e The World Wide Web Consortium
e The University of Chinese Academy of Sciences

e Check your answers by accessing the URLs

http :// www.ctac.en / cs101

org cn wang Scheme Host Path
Protocol Name Domain Name A File Path Name

/AN '

ict  siat ucas pku http /[ 159.226.97.84 [ ¢s101

el

lib  wwwjest www  english

16



Domain name hierarchy and URL

What Iis the URL of the homepage of each of the following

Institutions? What is the top-level domain?

e http://fan.wang/

e http://jcst.ict.ac.cn/

e http://pku.edu.cn/

e http://www.siat.ac.cn/

e http://w3.org/

e http://English.ucas.ac.cn

TR 3344

aE T~

. ‘.
VARN \
1ct siat ucas pku

A

lib  wwwjest www  english

wang .wang
cn .Ch
cn .Ch
cn .Ch
org .0rg
cn .Ch
http /[ www.ictacen /[ csl01
t t t
Scheme Host Path
Protocol Name Domain Name A File Path Name
IP Address
v

http 1 159.226.97.84 [ csl0l
17



1.2 Topology M#&3R#$H
e Three types of networks FHAM LS. AWML AL 4%

A static network does not change nodes and edges

A dynamic network does not change nodes; may change edges
e At one moment, the bus connects the processor (P) and the memory (M)

e At the next moment, the bus connects the memory (M) and an input device (1)
The bus supports a shared-media network, while the crossbar supports a switching network

,“EL?%: _‘X‘J‘—‘\ _‘X"‘l‘g (r%) H 3‘52%% %Xﬂ‘%
An Evolutionary network change both nodes and edges over time

’ o0 K
000
2

(a) A fully connected graph (b) A star network

Y

Nodes connected by (c) a bus (d) a crossbar switch

18



How does a dynamic network work?

e Bus arbitration ELZ&P 3T

e Time interval 1: CPU connects to Ethernet

GPU

HDD

Ethernet

Bus

19



How does a dynamic network work?

e Bus arbitration

o Time interval 1. CPU connects to Ethernet
o End of interval 1. Bus arbitration operation

e Switch to a new connection

CPU

GPU

GPU

X

X

Ethernet

| Bus

20



How does a dynamic network work?

e Bus arbitration

e Time interval 1: CPU connects to Ethernet

o End of interval 1. Bus arbitration operation
e Switch to a new connection

e Time interval 2: CPU connects to GPU

HDD

Ethernet

X

| Bus

21



Switch ZR#HL, ZXFx, HHERBRAE

e All nodes of the network are dynamically connected
e Switch = dynamic fully-connected network

OO0 = REH
OGO

<>
==




Switch ;AL X Hx (crossbar switch)

e All nodes of the network are dynamically connected
e Switch = dynamic fully-connected network

e Can be configured to realize any connection
e Interval 1: Permutation, {P>M, M=, 2P} B

23



Switch Z#HL XX TR

e All nodes of the network are dynamically connected
o Switch = dynamic fully-connected network

e Can be configured to realize any connection

e Interval 1. Permutation, {P>M, M-I, |I2>P}
e Interval 2: Broadcast, {P>P, P> M, P>1} %

24



Switch Z#HL XX TR

e All nodes of the network are dynamically connected
e Switch = dynamic fully-connected network

e Can be configured to realize any connection
e Interval 1: Permutation, {P>M, M-I, |I2P}
e Interval 2: Broadcast, {P2>P, P>M, P>}
e Interval 3: Point-to-point, {P>M} =g P=

25



Switch A#HL XX

% A[SCPAERIER?
e All nodes of the network are dynamically connected
o Switch = dynamic fully-connected network

e Can be configured to realize any connection
e Interval 4: {P>M, M-I, I>M}

o 1| SLHIAT B

il

AT !

RGP REE

26
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https://course.things.ac.cn:10088/questions/?title=测验

2. Protocol stack ¥pilAR

e A network uses a protocol stack to communicate messages
e A set of layers of protocols

e We focus on one stack EE%WJW*B(&

e Key terms The Web over Internet Stack
e Message and packet Layer Protocol Purpose
WHE vs. 504 (8. BIEE) Application Layer o Access hg%sggferslzc;urces on
e Packet is part of a message LayerS from a Web client
o Circuit switching Transport Layer op Reliably transter backets

Layer 4 Internet hosts

versus packet switching

LRERAT L vs. S HAT Network Layer b Trar:;‘grl s;?:}czttsht;ttvsveen

Layer 3 in the best-effort way
[ The Web Over Internet StaCk Re||ab|y transfer packets
e HTTP Data Link Layer Ethernet, WiFi between two
Layer 2 homogeneously connected
e TCP devices
o IP Wired or wireless, Provide physical
Physical Layer [electrical or optical, communication channels
e Ethernet or WIiFi Layer 1 cables or Transfer signals of individual

waveforms bits

e Wired or wireless



2.1 R | ESHT T (B

o WP ERIEAE HVE
o fRGIIFETRIBAE R ZBE e, THEMLINZE R F 53 4H AT
o ZHRACH: (circuit switching)
o BAEBE@EE
o FE—Z MNAZIBIWIFELL %
o TERE/NETEI ], XEEWIBRLREE— EALAMBH &1 M &

o TEGHINIEME R NELMTHBARMEN T EAH, FEY, HIBELRMICRIK (2%)

29



LRI o AT

o WM I EERIIEAE 1L

P& 250 1) FE T A R H 2R B A8 H,  1THERAILIN 28 % FH 43 A A8 H
o ZHRACH: (circuit switching)

i A5 BEE T

o . —25MATIBRWIFE LR

o TERLANMEIHIIR], XEWILL I — BEAAMBRI & 1HM S
o /MHAZH (packet switching)

RIXAZIE—KIH 548

o FHHBIFBURZ /NEIT, PRy “8” 8¢ “4r4H” (packet)

o JHAELRER R Z R ALK —

o [HIELRDPFHINS LN, MBELEIFEKE Z I HNZ M EENZE
1002 E: ZA0TH BRI A — R MR it EALTR

30



Circuit switch VS. packet switch

Assumptions for both systems: (1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Autumn.bmp, 9.14 MB

B M A H
gjz E%ﬁ%@ Establish an end-to-end circuit for Autumn.bmp (assuming 0 time)
0-7.31s, transmitting Autumn.bmp
v
e RE—A
3 KH
1&1&» 1§ [J % ‘fm/ f“!—mii[? M

7N 28N

[ ) [ ) (]
lnl Wang In' Zhang lnlSmith lnlWang thang

31



Circuit switch VS. packet switch

Assumptions for both systems:
(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Autumn.bmp, 9.14 MB
hamlet txt, 182 KB

Close the first circuit (assuming 0 time)
Establish the second end-to-end circuit (assuming 0 time)
7.31-7.46s, transmitting hamlet.txt ik

S LITTII L piiiliiliy

t\ N\
= o
Poric '|'|'Wang B 21ng Pomin Py Toreng

32



Circuit switch VS. packet switch

Assumptions for both systems:
(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Close the second circuit (assuming 0 time)
Establish the third end-to-end circuit (assuming 0 time)
7.46-8.11s, transmitting ucas.bmp

-WTyYRYYY - “WYPYRRYY -

7N N\
o =
Povin: ™ Toang W aeng Pomin Py Toreng
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Circult switch

Assumptions for both systems:

packet switch

(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

E—
L ililidldag

/N

=
In|Smith InIWang lnl Zhang

A packet = 1 KB

Transmit packet 1 of hamlet.txt

Transmit packet 1 of Autumn.bmp

Transmit packet 1 of ucas.bmp
Transmit packet 2 of ucas.bmp

Transmit packet 2 of Autumn.bmp

Transmit packet 2 of hamlet.txt

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

4

>

\

<

E—
- VTTYRRYY -

4 8

(] (]
wWang InIZhang
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£

Circuit switch

£X B AT #e

Packet switch

Jr AT

SIS YOPIIRER A, AT

%ﬁ

=

11451
11452
11453

1451
11452
11453

10 Mbpsi; % &R

%%ﬁﬁﬁ% LA AT
Ofp t=7.31F) t=8.11%)
=SS
P IEIR=7.63F)
I =TS
P34 5EIR=3.33F)
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k%, A packet has two parts
header and body

e Packet body is the payload data B 2 B 2
e Packet header holds various metadata A2k A3 u B
e Addresses of source and destination nodes HihE

e Error check information, e.g., Cyclic Redundancy Check (CRC) B
e Other information, e.g., control information Hibfz R

o Part of header may come after body
e Think of post mail

e Body = Letter Bk =15
e Header = Envelop B3k = 53

Format of an Ethernet packet A M

7 bytes 1 byte 6 bytes 6 bytes 2 bytes [46-1500 bytes | 4 bytes
Frame Destination Source Data
Preamble Delimiter MAC Address MAC Address Type (Payload) CRC




PRI it 20 X b Wi Fi i =X

. Bk .
FIE —1 B8 | 21t
it | FfE | HM | /it
DUAR | B/VE | 12 4 10 26 46 72
8023 | \AEL| 12 4 10 26 1500 | 1538
WiFi |&/NE| 24 4 6 34 0 34
802.11 |sx KB | 24 4 6 34 2312 | 2346
LA (IEEE 802.3) Wik =
7 bytes 1 byte 6 bytes 6 bytes 2 bytes [46-1500 bytes | 4 bytes
Frame Destination Source Data
Preamble Delimiter MAC Address MAC Address Type (Payload) oRe
WiFi (IEEE 802.11) M=k
2 bytes | 2 bytes | 6 bytes 6 bytes 6 bytes 2 bytes 6 bytes |0-2312 bytes| 4 bytes
gg?]?:gl Duration|Address 1|Address 2|Address 3|Sequence| Address 4 (Pzilallg;d) CRC

37



2.2 Protocol stack 1A

e A network uses a protocol stack to communicate messages

LER:EQ NI

The Web over Internet Stack

e A set of layers of protocols
e We focus on one stack

e Key terms
e Message and packet

HE vs. ol (L. HAEED

e a message is divided into
one or more packets

e Circuit switching
versus packet switching
LRMEAT e vs. S AT
e The Web over Internet stack
e HTTP
e TCP
e |P (Internet Protocol)
e Ethernet or WiFi
e Wired or wireless

Layer Protocol Purpose
Application Access hypertext resources
Layer HTTP on a Web server
Layer 5 from a Web client
Transport Reliably transfer TCP packets between
Layer TCP two
Layer 4 Internet hosts
Network Layer Transfer IP datagrams (4
P Between two Internet hosts
Layer 3 .
in a best-effort way
Data Link Reliably transfer frames i
Layer Ethernet, WiFi between two homogeneously
Layer 2 connected devices

Physical Layer
Layer 1

Wired or wireless,
electrical or optical,
cables or waveforms

Provide physical
communication channels
Transfer signals of individual bits Et4F

38
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o HE/mRB: IREMLEFHE 4 B IS

o HAE b5 sUAN BE AR LR 57 AL PR 285 ] i@t

Deutsche Region

S E AL
S IR
EGYIREESA
ERSETI

B b ST RE X
R ANE)
TREMHH

Computational
Thinking:

A Perspective on
Computer Science

English Region

Regi& Esparpla
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{517 2(Re

WG i DR S A P 285 1]

Quell-IP:

123.123.123.2
Quell-Port: 12345
Ziel-1P: 98.76.54.32
Ziel-Port: 98765
Sonstiges

Deutsche Region

putational
Thinking:

A Perspective on
Computer Science

Qrgenpr

Gateway M

Gateway
N

Gateway
HL b
Router

Computational
Thinking:

APerspective on
Computer Science

e

Gateway

Q

Source IP:
123.123.123.2
Source Port:
12345
Destination IP:
98.76.54.32

Destination Port:

98765

Other Information

English Region

A Perspective on
Computer Science

Dutgetr

Gateway P

Regicn Esparpla



HTTP GET request and response messages

e Request message:

e Response message:

http://www.shanghaitech.edu.cn/
e Sentto the server as a stream of packets

the contents of the home page
e Sent from the server as a stream of packets

Shanghai

HTTP » O

TCP ¢

=

P t
______ > E

)

E@ }

Beijing

o |HTre MSED __ mre
RE#OS

E| S ___ICP

t IP

E 4_ _____ 7¢=_\_ — f@

E E

¢ D @E ©) ©),

5B BE B E

IP

TCP

HTTP

\g ~/
Host WiF1 Switch  Routerl Router2

Ethernet Switch  Host
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How Is the response message communicated

e Response message, i.e., the contents of the home page, is divided into a
number of packets, i.e., slices of the message

Each HTTP packet is turned into an Ethernet packet as follows ¥J £,
e HTTP packet ( ) is handed to the TCP layer as the body of a TCP packet
e TCP layer adds a TCP header (blue) to form a TCP packet
e The TCP packet is handed over to the IP layer as the IP packet body
e The IP layer adds an IP header (yellow) to form an IP packet
e Finally, the IP packet is handed over to the data link (Ethernet) layer as the Ethernet

packet body

e The Ethernet layer adds an Ethernet header (red) to form an Ethernet packet

Header Body

HTTP Packet

HTTP Packet

/]

TCPEk TCPaE/E

Beijing Shanghai
m | A ___HITP )
El g __ICPy El
'l o | 4
E k_____?\__? ______ ’ E
t D] @ ©) ©) E@ @ t

awm a a a a: ;a a a a amer
IP IP
TCP TCP
HTTP HTTP

\ ~ ~/

Host

WiFi Switch

Routerl

Router2

Ethernet Switch

Host
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How Is the response message communicated

e Response message, i.e., the contents of the home page, is divided into a number of
packets, I.e., slices of the message
Each HTTP packet is turned into an Ethernet packet as follows T4
e HTTP packet ( ) is handed to the TCP layer as the body of a TCP packet
e TCP layer adds a TCP header (blue) to form a TCP packet
e The TCP packet is handed over to the IP layer as the IP packet body
e The IP layer adds an IP header (yellow) to form an IP packet
e Finally, the IP packet is handed over to the data link (Ethernet) layer as the Ethernet packet body
e The Ethernet layer adds an Ethernet header (red) to form an Ethernet packet

Beijing Shanghai
| H]:[P__________________HLT£> O
Header Body ! $
TCP R | &
HTTP Packet = I N B
¢ IP P t
E ———— — — == N — — — — — > E
HTTP Packet E E
t (D @E ©) ©) E@ @ t
WiFi <> Ether
P HTTP Packet agcp 5 a a a a a a a a%?cp
] HTTP HTTP

\ Y \\g ~/ \g ~/
\ Host WiFi Switch  Routerl Router2  Ethernet Switch  Host

PR SL IPEE
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How Is the response message communicated

e Response message, I.e., the contents of the home page, is divided into a number of
packets, i.e., slices of the message
Each HTTP packet is turned into an Ethernet packet as follows T8
e HTTP packet ( ) is handed to the TCP layer as the body of a TCP packet
e TCP layer adds a TCP header (blue) to form a TCP packet
e The TCP packet is handed over to the IP layer as the IP packet body
e The IP layer adds an IP header (yellow) to form an IP packet
e Finally, the IP packet is handed over to the data link (Ethernet) layer as the Ethernet packet body
e The Ethernet layer adds an Ethernet header (red) to form an Ethernet packet

Beijing Shanghai
Header  Body P A
HTTP Packet = < __ICP B
t IP 1P ¢

HTTP Packet —————= oY oy -~ >
K3k AP 14 ? [ H||H =) ?
P HTTP Packet WiFi P Ether

P HTTP Packet Host WiFi Switch  Routerl Router2  Ethernet Switch  Host
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How Is the response message communicated

e Each HTTP packet is communicated as follows &%

e (@ The server host sends an HTTP packet, wrapped as an Ethernet packet, to the Ethernet
switch

e (@ The switch opens the packet to reveal the Ethernet and the IP headers, and then adds a
new header to form a new Ethernet packet

e (@ When the packet arrives at Router2, the router opens the packet to reveal both the
Ethernet and the IP headers and then form a new Ethernet packet by reformatting the
packet and adding a new Ethernet header

e Similar steps take place at Routerl (®) and the WiFi Switch (®), and then a WiFi packet
arrives at the laptop computer host (©)

Beijing Shanghai
HTTP HTTP
Header  Body 7ol . (i
TCP TCP
HTTP Packet B« - " B
¢ ;P P . t
_____ ——— ==
HTTP Packet E E E E
¢ 9 @E ©) ©) E@ @ t
P HTTP Packet aﬁ@ a a a a > a a a a aﬁﬁher
TCP TCP
HTTP HTTP
\ ~ G ~/
IP HTTP Packet Host WiFi Switch  Routerl Router2  Ethernet Switch  Host
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How Is the response message communicated

e Each HTTP packet is communicated as follows ##,

After a WiFi packet arrives at the laptop computer host in Belijing, it is
unpacked by the host (the laptop computer) to reveal

e the IP packet,

e the TCP packet, and finally

e the HTTP packet, i.e., a slice of the message

Beijing Shanghai
Header Body oo g
HTTP Packet E| J _ _______TICP E|
bl M
HTTP Packet E —————— 7‘?——\— —T —————— > E
t O @ ® ® @ |® t
IP HTTP Packet awﬂ:i <> Ether
Ip g IP
TCP TCP
~E 88 BB BB B8
\ 4 \ 4
P HTTP Packet Host WiFi Switch ~ Routerl Router2  Ethernet Switch  Host




Does Zhang need to worry about TCP/IP and Ethernet when surfing
the Web?

SREE U7 Al _EE LR, FEHOTCP/IPE BUKRG?

e No! A user only needs to know the peering interface HTTP

e Two types of interfaces
e Peering interface for user

xRN *----- >
e Service interfaces for implementation
Mr5#EH 1
Beijing Shanghai
Head Bod o AT ____HTP g
eader ody : i
HTTP Packet E| J _ _______TICP E|
Vol o |
HTTP Packet E —————— 7‘?——\— —T —————— > E
t D @ ) ) @ |® t
IP HTTP Packet awﬂ:i <> Ether
~EEEBEEEAE
TCP TCP
HTTP HTTP
\\§ 4 \ 4
IP HTTP Packet Host WiFi Switch  Routerl Router2  Ethernet Switch  Host




Can one send an upper layer packet BEE REHTTPE
without also sending a lower layer packet? MMEIPH

e Can the Web server in Shanghai send an HTTP packet to Zhang's Web browser
In Beijing, without also sending an Ethernet frame?

e No! Wﬁ% I EEFEA@TCPR), MAMETER(IPE. PAXMAE)

Any information at the HTTP layer is wrapped in a data link layer packet, and eventually wrapped in a physical
layer packet

e One cannot send a high layer packet without also sending a packet of every layer below
e When a packet enters a network, it is in a data link layer format and travels as wired and/or wireless signals

Header  Body =
HTTP Packet | HTTP4Y é e é

HTTP Packet | TCP/H, : 1P 1P {

B rmEy ey | B

P HTTP Packet | |P/H Vtﬁ " ®E E A®E E® o iher

P HTTP Packet | LA £ S N E E E E N i

Host

WiFi Switch

Routerl

Router2

Ethernet Switch
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What is actually sent over the network hardware?

e BitstringofO'sand 1's
SRR AEYEEE N LRRIE, I—8R0R1ES (H. JB

e Any packet is eventually encapsulated as one or more physical layer packets, which
travel as wired or wireless signals

e A physical layer packet is sent through electrical cables, electromagnetic waveforms or optical fibers,
in a bit string of O's and 1's

e A 0 may be represented as a LOW voltage pulse or a LIGHTOFF state,
while a 1 may be represented as a HIGH voltage pulse or a LIGHTON state

Beijing Shanghai
Header Body oo g
HTTP Packet E| J _ _______TICP E|
bl M
HTTP Packet E —————— 7‘?——\— —T —————— > E
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IP HTTP Packet awﬂ:i <> Ether
Ip g IP
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\ 4 \ 4
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Do all packets travel through the same physical path?

MAZB K —27H B A A RIET F— K ERG?

e A message is sent from host A to host B
o Do all packets of the message travel through the same physical path from host A to host B?

o Not necessarily. Internet has built-in redundancy A~—5%&. BEMA TUAE K
e Possible physical paths for a 99-packet message from A to B
1st packet of the message travels along the physical path A-T-X-Y-W-B
49th packet traverses path A-T-U-V-W-B
Arriving at B before 15t packet
99th packet traverses path A-T-X-Z-Y-W-B
e Complete message is reassembled from the packets by their numbers

Hefei C | 7 | p | Shenzhen
Beijing Y Shan
B
W
[ LY Y Y

50



Do all packets travel through the same physical path?

MAZB B —2%7H B B3 R BT R — 2R B 7

e A message is sent from host A to host B
o Do all packets of the message travel through the same physical path from host A to host B?

o Not necessarily. Internet has built-in redundancy A—%&. BBEMAE TLAE K
e Possible physical paths for a 99-packet message from A to B
1st packet of the message travels along the physical path A-T-X-Y-W-B
49th packet traverses path A-T-U-V-W-B
Arriving at B before 15t packet
99th packet traverses path A-T-X-Z-Y-W-B
e Complete message is reassembled from the packets by their numbers

D Shenzhen
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Do all packets travel through the same physical path?

MAZB K —27H B R B S R E N [F — 2B 7

e A message is sent from host A to host B
e Do all packets of the message travel through the same physical path from host A to host B?

o Not necessarily. Internet has built-in redundancy A~—5%&. HEMNA TUAER
e Possible physical paths for a 99-packet message from A to B
1st packet of the message travels along the physical path A-T-X-Y-W-B
49th packet traverses path A-T-U-V-W-B
Arriving at B before 15t packet
99th packet traverses path A-T-X-Z-Y-W-B
e Complete message is reassembled from the packets by their numbers

D Shenzhen
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