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1. THEPL LS & 52

e KUTEI‘J%L}S?EZ%

B A EEM L , il (Fidfh4)
Start Time | Milestone BRI/ Main Functions EZEIhge
1800’s Telecommunication networks Telephony, telegraph FL5 M % L
1963 J. C. R. Licklider proposed the concept | A general idea of computer networks
of Intergalactic Computer Network THEALI 2% B AE
1969 First message sent on ARPANET [1/1fi{[% | Message passing, packet switching,
(50 Kbps = 50 Kilo bits per second) interface HW  Ji5 A% 70 2H A2 9k
1974 TCP/IP Internetworking (Internet) [A4F ¥
with telnet, ftp, email applications
1989 World Wide Web /7 4| More applications enabled by global-
scale hypertexting 1 A, A2
2000 Network science, Mz5El==, WigiH5E | Various networks as the object of
grid computing, cloud computing =I5 | scientific inquiry, utility computing
2007 Apple iPhone 35\ & & HE Tl Mobile Internet £z I B
2008 Bitcoin LLA4F T Blockchain, network of trust [X B
2021 5 [ = B4 B I i A b7 D) g Pt




Internet history is a history of social impact
BTk X 7= A R K ) A B )

e With technology advances comes increasing social impact

o The size of the global Internet has grown exponentially
e The trend is likely to continue till 2050

e Most of nodes are hosts (edge nodes), not networking devices

Evolution of Internet BEXPAAEIE K. s 5REE

Time B [d] # Nodes 7 5% Exemplar Techniques #rEERA
1960s A few (1 Packet Switching Network 7 2H %z 4 [
1970s Thousands % T4~ TCP/IP, Ethernet [A45/. DL
1980s 100 thousands %¢+ 75 | Client-Server Computing % )" -} 55 #4115
1990s Millions %4 /7 World Wide Web JJ 4k
2000s 100 Millions %12, Cloud Computing 715
2010s Billions %12 Smartphones, Mobile Internet £z H 5 ¥

2020-2050 Trillions % /712 Internet Ofﬁﬂg@%’gﬁeﬁ%@gg? Systems




Jon Postel and the Domain Name System

o PHTRFE

PETE R Cog ™ b

R B

Postel's Robustness Principle .M AL KE BE[TBL]

o BITRFRiIZIRBES

o HEX
o HEX
o HEX

o I IS HLIK A [X B EE

XX

XX

XX

LR (= TEEEE)
I 98 % (UDP, SMMT, DNS...)

| b HERFCHE Y 3 AN 9
|15 44 B 4E S

1998.1.285

A

Postel emailed eight of the 12 [naming] organizations, to reconfigure
their computer servers so that they pulled addresses not from a

government-backed operation in Virginia, but from a machine at the
computing facility he helped run at USC-ISI.

e And they did.

(Wired) FHZ4&

Jon Postel, 1943-1998
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o 20214F6H22H, EEEUFLL “idE kil AHIH 7 EFEFEHIE
FrE M S (PressTV.com) Z87E N HI362K -5 5 BHAH I YT 6 4 30

THIS WEBSITE HAS BEEN SEIZED
29g0Jl 11D (sde MV pi

The domain presstv.com has been sezed by the United States Govemmentin
accordance with a seizure warmrant issued pursuant to 18 US.C. §§ 981, 982, and 50 US.C.
1701-1705 as part of a law enforcement action by the Bureau of Indusiry and Security,
Office of Export Enforcement and Federal Bureau of Investigation.
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R EEHZPHMNEEE (2021-06-24 KA1 45 5D

o AR IE VP K Hpresstv.com. alalamtv.net. almasirah.net =/~ ik
W44, fE6 H 22 H 2 HI#l 43l 48 7] 2 B 38 4 it ik 55 4%, FERa g iatT

o FEUTCIN [A]20214F6 H 22 H [F]—If R B, =44 138044 T ik 55 4
WAZ R VU A HH 5] 1R 38 44 i Ik 55 7

e ns-388.awsdns-48.com

e ns-977.awsdns-58.net
e ns-1088.awsdns-08.org
e ns-1900.awsdns-45.co.uk

o XU/ MM AR S5 4%, A2 SR IE 2w thithaws 2= S fH (A4 fFEAfr
Al 55 4%
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e Metcalfe’s law Mgk e tE

o Reed'slaw HEffgEH
e The Viral marketing phenomenon J#% 2 1 33 %

#
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1-minute quiz #ERER IR

e Q: Paid for 1-Gbps and got only 5 Mbps. Why?
MHLE A F K T 1-Gbps, H13%I5 Mbps. N4 ?
o HEATFMHIU /& “TIRNITANT .
- FJk = 1000 Mbps = 1 Gbps
e | subscribe to a fiber optical plan from a reputable ISP, which offers a 1-Gbps

bandwidth connection to the Internet. However, | often only experience 5
Mbps bandwidth when accessing the Internet. Why this huge (up to 200 times)

disparity?

12



1-minute quiz

e Q: Paid for 1-Gbps and got only 5 Mbps. Why?
MHE AT K T 1-Gbps, H15%5 Mbps. N4 ?
o HEARPIMW /& “TIRNHIA” .
- TJk = 1000 Mbps = 1 Gbps
e | subscribe to a fiber optical plan from a reputable ISP, which offers a 1-
Gbps bandwidth connection to the Internet. However, | often only experience

5 Mbps bandwidth when accessing the Internet. Why this huge (up to 200
times) disparity?

o BAIR?
o [FVHHEHEN MM HVFEAS A A
o MTIREMATAE, SHE




=2
Circuit switch VS. packet switch

Assumptions: (1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Autumn.bmp, 9.14 MB

B M A H
gjz E%.ﬁ_c‘}ﬁ% Establish an end-to-end circuit for Autumn.bmp (assuming O time)
0-7.31s, transmitting Autumn.bmp
v
Fili—A
3 kE
,fEX AR 15 H % ‘fm/ \’“!—miﬂ W4

‘SN N
In'Smith IIIWang lnIZhang 'HISmith 'i'Wang 'ﬁ'Zhang
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Circuit switch VS. packet switch

Assumptions for both systems:
(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Autumn.bmp, 9.14 MB
hamlet txt, 182 KB

Close the first circuit (assuming 0 time)
Establish the second end-to-end circuit (assuming 0 time)
7.31-7.46s, transmitting hamlet.txt ik

S LITTII L piiiliiliy

t\ N\
= o
Poric '|'|'Wang B 21ng Pomin Py Toreng
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Circuit switch VS. packet switch

Assumptions for both systems:
(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

Close the second circuit (assuming 0 time)
Establish the third end-to-end circuit (assuming 0 time)
7.46-8.11s, transmitting ucas.bmp

-WTyYRYYY - “WYPYRRYY -

7N N\
o =
Povin: ™ Toang W aeng Pomin Py Toreng
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Circult switch

Assumptions for both systems:

packet switch

(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

E—
L ililidldag

AR

= <

(] [ ) R
InIWang lnl Zhang

A packet = 1 KB

Transmit packet 1 of hamlet.txt

Transmit packet 1 of Autumn.bmp

Transmit packet 1 of ucas.bmp
Transmit packet 2 of ucas.bmp

Transmit packet 2 of Autumn.bmp

Transmit packet 2 of hamlet.txt

Autumn.bmp, 9.14 MB
hamlet.txt, 182 KB
ucas.bmp, 810 KB

4

>

\

<

E—
- VTTYRRYY -

4 8

(] (]
wWang InIZhang
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Circult switch

2 B AT B

Packet switch

Jr AT

110 Mbps i 5% % B

Assumptions for both systems:

(1) 10 Mbps; (2) all three tasks start at O; (3) ignore all overheads

t=7.31%) t=8.11%)

=MES
P IEIR=7.63F)

t=0%p
11451
11452
11453
1451
142 =
43 —

=MES
SN AEIR=3.33F)
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2.1 Latency and bandwidth ZER} 5% 5%

o ITHHLMVEAE: TWRXMEE—FZmETRTHERT RY
o JER: the total time t to transmit the message
e iii: number of bits transmitted per second (bps)

o ETiJBILMIAT Hockney's formula: ZERft = to +m/ 1,

o Extreme values PR AE
o p/DMERT Minimal latency: m = OFfFJZERTE = ¢ 2= YH B AE )
o I A% maximal bandwidth: m = cofisf [ Br ., KVH ST o
o User experienced values H P s

e User experienced latency: t; User experienced bandwidth m /¢t

Ft,

Z)| HIF

“ a\!ll
.

A\ 4

) i 2] i SEE ¢

Node X

Node Y
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Example: network hero experiments data

7N B N B BB AS SE e
e 1-minute quiz

e Q1: How much time is needed to transmit a movie file of 1GB over

the hero network of 20137

e Q2: How much time is needed to transmit a text file of
1KB over the hero network of 20137

Time of Maximal Bandwidth Time t to Transmit 1 GB Time t to Transmit 1 KB
Experiment Achieved r, to =1ps to = 1 ms to = 1ps to = 1 ms
1975 4.50E+07 bps, or 45 Mbps
1984 1.00E+09 bps, or 1 Gbps
1993 1.53E+11 bps, or 153 Gbps
2002 1.00E+13 bps, or 10 Thps
2013 8.18E+14 bps, or 818 Thps ? ? ? ?

20



Example: network hero experiments data

e 1-minute quiz

e Q1: How much time is needed to transmit a movie file of 1GB over
the hero network of 20137

e Al: 8Gb /818 Thps =9.78E-06 = 9.78 pus

e Q2: How much time is needed to transmit a text file of
1KB over the hero network of 20137

e A2:8 Kb /818 Thps =9.78E-12 =9.78 ps

t=m/ 71y,

t =m/ 1y

Time t to Transmit 1 GB

[ tto T itl KB
Time of Maximal Bandwidth Time tto Transmi
Experiment Achieved 1 to =1ps to = 1 ms to = 1ps to = 1 ms
2013 8.18E+14 bps, or 818 Thps 9.78 us 9.78 us 9.78 ps 9.78 ps

21



Example: network hero experiments data

e 1-minute quiz

e Q1: How much time is needed to transmit a movie file of 1GB over the hero
network of 20137

e Al:8Gb/818 Thps = 9.78E-06 = 9.78 pus t=m/ 1,

e Q2: How much time is needed to transmit a text file of
1KB over the hero network of 20137
e A2:8Kb/818 Thps = 9.78E-12 = 9.78 ps t =m/ e

e What is wrong with these answers?

23 % )
e Did not consider t,, the startup overhead
e The time to transmit a 0-byte message is not O second!
Time of Maximal Bandwidth Time t to Transmit 1 GB Time tto Transmit 1 KB
Experiment Achieved r,, to =1ps to = 1 ms to = 1ps to = 1 ms

2013 8.18E+14 bps, or 818 Thps 0.78 pe——m | i




Example: network hero experiments data

BT IEFRIER: FHt =t +m/ 1y,

e 1-minute quiz: correct answers
e Q1. How much time is needed to transmit a movie file of 1GB over the hero
network of 20137
e AlL:Ifty =1ps,t=1E-06 +8 Gb /818 Thps = 10.78E-06 = 11 us
Ifty =1ms,t=1E-03+ 8 Gb /818 Thps = 1E-03 =1 ms
e Q2: How much time is needed to transmit a text file of
1KB over the hero network of 20137

o A2:Ifty=1ps,t=1E-06+8Kb/818 Thps = 1E-06 = 1 pus
ft, = 1 ms, t = 1E-03 + 8 Kb / 818 Tbps = 1E-03 = 1 ms

<4

. . Ti T itl1GB Time t to Transmit 1 KB
Time of Maximal Bandwidth 'me £ to Transmi
Experiment Achieved r to =1ps to = 1 ms to = 1ps to = 1 ms
9.78 us 9.78 us 9.78 ps 9.78 ps
2013 8.18E+14 bps, or 818 Tbps
11 ps 1 ms 1ps 1 ms




Example: network hero experiments data
DAk NS L e < N

e 1-minute quiz: correct answers 15t =ty + m/ 7,

e QI: transmit 1GB over the hero network of 2013?
o Al:Iftg =1ps,t=1E-06+8 Gb/ 818 Tbps =10.78E-06 =11 us
Ifto =1ms,¢t=1E-03 +8 Gb /818 Tbps = 1E-03 =1 ms
e Q2: transmit 1KB over the hero network of 2013?

o A2:Ifty=1ps,t=1E-06+8Kb /818 Tbps = IE-06 =1 s
Ifty = 1 ms,¢=1E-03+8 Kb /818 Tbps = 1E-03 = | ms

o HMHBHHEM: m/t=1KB/1ms =8 Mbps, Zf&T818 Thps

Time of Maximal Bandwidth Time t to Transmit 1 GB Time t to Transmit 1 KB
Experiment Achieved r to =1ups to = 1 ms to = 1ps to = 1 ms
2013 8.18E+14 bps, or 818 Thps 11 ps 1ms 1 ps 1ms

AP AR S mit= 742 Tbps  7.92 Tbps 741 Mbps  7.92 Mbps



Lessons learned regarding t =ty + m/r,

e For short messages, the first term t, often dominates
e For along message, the second term m/r., often dominates
e User experienced latency is t, not m/r,

e User experienced bandwidth is m/t, not r,

e Totransmit a 1-KB message over a network with 7, = 1 Gbps and t, = 1 ms, the
user experienced bandwidth is m/t = 8 Mbps, 125 times smaller than the maximal
bandwidth r,, = 1 Gbps

Time of Maximal Bandwidth Time t to Transmit 1 GB Time t to Transmit 1 KB
Experiment Achieved r to =1ps to = 1 ms to=1ps to = 1 ms
1975 4.50E+07 bps, or 45 Mbps 178 s 178 s 0.2 ms 1.2ms
1984 1.00E+09 bps, or 1 Gbps 8s 8s 9 us 1ms
1993 1.53E+11 bps, or 153 Gbps 52 ms 53 ms 1.1pus 1 ms
2002 1.00E+13 bps, or 10 Tbps 0.8 ms 1.8 ms 1us 1 ms
2013 8.18E+14 bps, or 818 Tbps 11 us 1 ms 1us 1 ms

25



AT =ET 1GbpsHI RE 25 Mbps (1/200) ?
1. KO ARMETIGEGE R, meS5ZFNQOMTEROLEE,

' ®
SREBEN 6

((( D) / KT IR EHRY
®,
[ ¥} E

=
(a) &FEEN (b) KB —EE
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RN ATHK=FT 1GbpsHI REF]5 Mbps (1/200) ?
1. KE=OHARMETIRBEERE, MESFNOMELOIEE,

2. SR=FFANE L T I B TIRIEAE BTIR, Mgk 7 “TIRA ISP L R AIX

Bt@, HAhE 8y 55 vl gk T T

o FR=AHAGIRIS

B = [AIWIFI % B 22 R 28D H 4100 Mbps, RS 2@ 521 Gbps;

S TR H B IR AR Tk = KB G B TR AR T

ok = T HR SO RSS2 (K 28 153 @) A 2T 5
X
XD
(oo ]

i = R HCCIR RS 2 RS e
BREE

(@) / Sl
CD' 4 N
¥ ‘x
Hou ow
IEH B

=
(a) &FEEN (b) KRB —EHE

l(ﬂz

FARN




R 25K =L T 1Gbps#H R B 25 Mbps (1/200) ?
1. REOHFARETIRIBE I, Mae5FNOMELOILE,

2. R=JFAE K 1 B TIRIEAE B, Mgk 7 “TIRAT” iESITH R R AKX

— @, HARE B 5] ae kT Tk

o KERIHMIRIS,

o FK=AIWIFIEE A3 1 B MO R 45100 Mbps, REH &M@ 721 Gbps;

o AR BEMIRALL TR = HE RO R v AR Tk

o  KETNEHSUFRIARS SN E O AR TK
(e e
X
(oo ]

o = FRILLIS B, .
M
3. SR=MARSS 28 T #OK = 5 A RS

MEE 58 JE A AT H,

to X L FFAS TR o / e o
SRR L “ Tk 82, ke

@l

4 \‘x
] E o
B = T X

(a) &FEEN (b) KB —EE
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Compression ¥ E4s

e Data compression: Technique to reduce file size
e To save storage space and transmission time

e Lossless compression i &4

Reduce file size without losing information

e > gzip fib-10 (2011793 bytes)

e To obtain a compressed file fib-10.gz (709090 bytes)

e > gzip Autumn.bmp (9144630 bytes)

e The compressed file is Autumn.bmp.gz (8224455 bytes)

Original file can be recovered from compressed file
e > Qzip -d Autumn.bmp.gz
e Lossy compression A 15 [ 4
Reduce file size while losing information
Original file cannot be recovered from compressed file

29



Lossy compression

Original file
> |s -I Autumn.png
-rw-r--r-- 1 5971405 Autumn.png

Reduce size ~10 times

> pngquant --quality=1 Autumn.png
> |s -I Autumn-fs8.png

-rw-r--r-- 1 597384 Autumn-fs8.png

Reduce size ~64 times

> pngquant --quality=0 Autumn.png
> |s - Autumn-fs8.png

-rw-r--r-- 1 92506 Autumn-fs8.png

597140577 §

5.97 MB [

50738457
597 KB §

92506F 77 |

92.5 KB (i



2.2 Network effect PIZE3M

e Network laws
o Metcalfe’s law (V « n?)

B RRER: WMEMEIER T /BT

e Value V of a network of n nodes is proportional to n?
o Reed’s law (V « 2™)

BEER: MEMEEL T A8Gas

e Value V of a network of n nodes can scale exponentially with n, because the network can
form 2" subgroups

e Viral marketing PWE TR
o Markets grow wide and fast, like biologic viruses
o Why?
e Connected

e and 0O-cost
Zero purchasing price
Zero usage cost
Zero propagation cost

n = number of nodes

31



S 5 P 55 i VR X S 457

e Facebook5Tencentf) FFk £ #5(2003-2020), & HLF 75 A3
o MBMKIIMAE GFIRA) =10.13 x 1072 x n?3E 0, H##=5.65%
o JEHMEIME FEWRA) =10.89 x 1072 x n?23 70, #%=10.91%
e n =the Monthly Active Users (MAUS)

32



RS 5 P 55 i VR X S 457

e Facebookt Tencenti) ik £ (2003-2020), &l 77~ 3\
BB I E RN =10.13 X 1072 X n?3E 70, iR%E=5.65%
RN I E RN =10.89 x 107° X n?3E 70, #%%=10.91%
n = the Monthly Active Users (MAUS)

e Facebook5TencentF ik £(#5(2003-2020), ERLAL T A
BB & I (EIRN) =4.20 X 10718 x n33E 70, 1R %=2.55%:;
RS I E CEIRN) =4.58 X 10718 x n3 30, 12%=8.48%.

o SEBREHE FEVLACSL T 2~ 3k
P A I A 22 I 4 40 1
LN TR R
i TR P T HE B AL, 1) LA S e
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Social networks example
Ho: 5 X 55 fi TR SE 57

e Revenue/MAU: &:A4~H P oak BN 2 IR EIE K K B a3
s WA P (USS$)

24.07
—-Tencent 47
-Facebook 20.62
20
15
10
5
0

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 201S 2016 2017 2018
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https://course.things.ac.cn:10088/questions/?title=测验

3. MBTERTHE

responsible computing

e Ideas and practices to design and use computing products
and services responsibly
Cybersecurity issues 4=
Privacy awareness [ f
Professional norms BV EEYE . BRAL#E 57



3.1 Cybersecurity issues P& 28] 24

e The global Internet is under constant attacks
Cause harm to society

PR E BRI BRI AT, e FEAE

e Example study fEEEK, HPL#EIEK
McAfee (2020): The Hidden Costs of Cybercrime
e Cybercrime costed companies worldwide US$1 trillion
e > 1% of global GDP
e Was about US$500 billion in 2016

e Compare these to the worldwide computing market
The global ICT market: US$3.4 trillion in 2016
The global digital economy: US$11.5~24 trillion in 2016
The global cybercrime cost: US$0.5 trillion in 2016

37



Cybersecurity issues

e Cybersecurity problems involve hardware, software and people =g
ZEWREML. BiE. A

e Not only software such as computer viruses, & B4 LF- 5 B &

o Cyber attack types #&EZ T, AHR2EKEGEAN

e Malware: malicious software enabling an attacker to damage or gain unauthorized access to

a computer R A
e Computer viruses, worms, Trojan horses and spyware REE. IHEHL. RS, (AT

o HMHHFE (bugs) BB (malware) ?

38



Cybersecurity issues

e Cybersecurity problems involve hardware, software and people M%7
)% KA. . A

e Not only software such as computer viruses, & B4 5 B &

e Cyber attack types FFEZ M, HEERGEAN

e Malware: malicious software enabling an attacker to damage or gain unauthorized access to

a computer R
e Computer viruses, worms, Trojan horses and spyware REE IEHL. RS, (AR
e An attack does not have to be in a software form
e Hardware exploitation A AR A 1) B e
Meltdown: exploiting “out-of-order execution”, a feature of processor hardware

Al B (0L P AT

Enabling an attacker to read privileged information passwords

39



Cybersecurity issues

Cybersecurity problems involve hardware, software and people M=
A] 20 R A A

e Not only software such as computer viruses, & B4 5 B &

Cyber attack types #EZ 8, FAEEHFERN

Malware: malicious software enabling an attacker to damage or gain unauthorized access to

a computer R

e Computer viruses, worms, Trojan horses and spyware REE IEHL. RS, (AR

An attack does not have to be in a software form

e Hardware exploitation A AR A 1) B e
Meltdown: exploiting “out-of-order execution”, a feature of processor hardware

Al B (0L P AT

Enabling an attacker to read privileged information passwords
An attack does not have to install anything on the targeted system
e Denial-of-service (DoS) attacks, distributed denial-of-service (DDoS) attack

248 il 55 B
e Spams: unwanted emails B3 A
e Phishing: phishing websites or phishing emails PR B

40



Counter measures 41

e Physical isolation: critical computing systems disconnected from the Internet
o WHEREE

41



Counter measures

e Physical isolation: core computing systems disconnected from the Internet

e Firewalls: block or filter out undesirable messages
B K &

42



Counter measures

e Physical isolation: core computing systems disconnected from the Internet
e Firewalls: block or filter out undesirable messages
e Virtual private networks (VPNSs)

R FALAT Y
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Counter measures

e Physical isolation: core computing systems disconnected from the Internet
e Firewalls: block or filter out undesirable messages
e Virtual private networks (VPNSs)

e Antivirus software: detect and kill computer viruses i 28 E . 55 B4t

e Cryptography ZH52%
e Secure message communication in the presence of adversaries
o Encryption: plaintext = ciphertext HELLO - KHOOR I BISC>% 3
o Decryption: ciphertext = plaintext KHOOR - HELLO fiftss . TS
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Symmetric-key encryption: Caesar cipher
XSRRINE . RIETT SEWOTHEMH; IREEF 1

e Sender and receiver share a key (3 in this example) It P FAZHZE3
e Only a single key is used by both parties, thus symmetric

e Sender encrypts the plaintext (string of capital letters)
e By shifting each letter L 3 positions down the alphabet, 1.e., ASCII(L)+3
e Eg, ‘H+3=72+3=75=‘K’
and sends the ciphertext over the network to the receiver
e Receiver decrypts the ciphertext
e By shifting each letter L up 3 positions, i.e., ASCII(L)-3
e Eg,6 ‘K-3=753=72="H’

Sender Receiver

|i| = KHOOR R KHOOR . ,i|
HELLO - KHOOR KHOOR - HELLO
Shift 3 positions down Shift 3 positions up

Encryption Decryption

Alphabet
A 65
B 66
C 67
D 68
E 69
F 70
G71
H 72
| 73
J 74
K 75
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“**Public-key encryption: the RSA method
NAMFEHIRSATTIE

e Recelver has two keys
o /n%A Public key Kp : known to everybody, including the eavesdropper
e Used by the sender to encrypt plaintext into ciphertext

o FA%H (%4H) Private key K : known only to receiver; also called secrete key
e Used by the receiver to decrypt ciphertext into plaintext
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***Publlc -key encryption: the RSA method
NAMFEHIRSATTIE

e Process of securely communicating a plaintext decimal number 920
o Receiver makes the magic assumption: n=2773,d=157,e=17

e Sender
e Knows the public key Kp = (e,n) = (17,2773)

e Uses encryption algorithm ¢ = M€ mod n to obtain ciphertext C from plaintext M
C = M® modn = 9207 mod 2773 = 948 = 0948

e Sends ciphertext 0948 over the open Internet to receiver
e Receiver
e Knows both Kp = (e,n) = (17,2773) and K¢ = (d,n) = (157,2773)

e Uses decryption algorithm M = C% mod n to obtain plaintext M from ciphertext C
M = C% mod n = 9481%7 mod 2773 = 920

Sender XiX 7 2= 77 Receiver
0948 0948 g

v

0920 - 0948 0948 - 920
Encryption Decryption
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Securely communicating a message

e The plaintext message
e A 20-character message “ITS ALL GREEK TO ME ”

e Process
Sender

e Encode the text message by: space=00, A=01, B=02, ..

to obtain a 40-digit number
0920190001121200071805051100201500130500

wZ

26
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Securely communicating a message

e The plaintext message: “ITS ALL GREEK TO ME”

e Process
e Sender

Encode the text message by: space=00, A=01, B=02, ...
to obtain a 40-digit number

0920190001121200071805051100201500130500
Divide into 4-digit groups
0920 1900 0112 1200 0718 0505 1100 2015 0013 0500

, Z=26

Encrypt plaintext number sequence into ciphertext number sequence

0948 2342 1084 1444 2663 2390 0778 0774 0219 1655
Sends this ciphertext number sequence to receiver

0948 2342 1084 1444 2663 2390 0778 0774 0219 1655

I?7W?J?N?Z?W?G?G?BSP?

Recelver

Iﬂl Eavesdropper
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Securely communicating a message

e The plaintext message
e A 20-character message “ITS ALL GREEK TO ME ”

e Process

Sender

e Encode the text message by: space=00, A=01, B=02, ..., Z=26
to obtain a 40-digit number
0920190001121200071805051100201500130500
e Divide into 4-digit groups
0920 1900 0112 1200 0718 0505 1100 2015 0013 0500

e Encrypt plaintext number sequence into ciphertext number sequence
0948 2342 1084 1444 2663 2390 0778 0774 0219 1655

e Sends this ciphertext number sequence to receiver
Receiver

e Decrypt ciphertext number sequence into plaintext number sequence
0920 1900 0112 1200 0718 0505 1100 2015 0013 0500

e Decode number sequence into character string
“ITS ALL GREEK TO ME ”
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How are the magic numbers determined?
e Magic numbers: n =2773,d=157,e =17

e Process by receiver

e Randomly choose two large prime numbers p and g, and setn =p X g
e =47, q=59, n=pxq=47 xX59 =2773
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How are the magic numbers determined?

e Magic numbers: n =2773,d=157,e =17

e Process by receiver
e Randomly choose two large prime numbers p and g, and setn =p X g
o p=47, q=59, n=pxq =47 x59 = 2773
e Compute the Euler number (p —1) X (g — 1)
e (p—1)x(g—1) =46 x58 = 2668
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How are the magic numbers determined?
e Magic numbers: n =2773,d=157,e =17

e Process by receiver
Randomly choose two large prime numbers p and g, and setn =p X g
o p=47, q=59, n=pxq =47 x59 = 2773
Compute the Euler number (p — 1) X (q — 1)
e (p—1)x(g—1) =46 x58 = 2668
Randomly choose a large integer d such that GCD(d, 2668) = 1

e Setd = 157 which satisfies GCD(157,2668) = 1
e Complete private key information: Ks = (d,n) = (157,2773)
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How are the magic numbers determined?
e Magic numbers: n =2773,d=157,e =17

e Process by receiver
Randomly choose two large prime numbers p and g, and setn =p X g
e p=47,q=59, n=pxq =47 x59 = 2773
Compute the Euler number (p — 1) X (q — 1)
e (p—1)x(g—1) =46 x58 = 2668
Randomly choose a large integer d such that GCD(d, 2668) = 1
e Setd = 157 which satisfies GCD(157,2668) = 1
e Complete private key information: K¢ = (d,n) = (157,2773)
Find value e satisfying (d X e) mod 2668 = 1
e e = 17 which satisfies (157 X 17) mod 2668 = 1
e Complete public key information: Kp = (e,n) = (17,2773)
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RSA allows eavesdropper to know a lot

e A lot of information is open to the world to know
e The encryption algorithm € = M® mod n
e The decryption algorithm M = C%¢ mod n
e The public key Kp = (e,n) = (17,2773)
e The character converting scheme: space=00, A=01, B=02, ..., Z=26

e The ciphertext number sequence
0948 2342 1084 1444 2663 2390 0778 0774 0219 1655
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RSA allows eavesdropper to know a lot

e A lot of information is open to the world to know
e The encryption algorithm € = M® mod n
e The decryption algorithm M = C%¢ mod n
e The public key Kp = (e,n) = (17,2773)
e The character converting scheme: space=00, A=01, B=02, ..., Z=26

e The ciphertext number sequence
0948 2342 1084 1444 2663 2390 0778 0774 0219 1655

e Yet, the eavesdropper cannot decipher the message
e He lacks the private key K = (d,n) = (157,2773)
He does not know d = 157 , which is the solution to GCD(d, 2668) = 1
e He does not know 2668, which is the Euler number (p — 1) X (g — 1)
e He knows n = p X g, but does not know the prime numbers p, g
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RSA

allows eavesdropper to know a lot

e A lot of information is open to the world to know

The encryption algorithm € = M® mod n
The decryption algorithm M = €% mod n
The public key Kp = (e,n) = (17,2773)
The character converting scheme: space=00, A=01, B=02, ..., Z=26

The ciphertext number sequence
0948 2342 1084 1444 2663 2390 0778 0774 0219 1655

the eavesdropper cannot decipher the message
He lacks the private key K = (d,n) = (157,2773)
He does not know d = 157 , which is the solution to GCD(d, 2668) = 1

He does not know 2668, which is the Euler number (p — 1) X (g — 1)
He knows n = p X g, but does not know the prime numbers p, q

e Can the eavesdropper find an efficient algorithm

e Not

Which, once n is known, recovers prime numbers p, q ?

likely
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The prime factorization problem

e Given a large natural number n, find the prime numbers p, g such that n =

P Xq
e Givenn =2773,findp =47, q =59, suchthatp x q = 2773

e This problem has no known efficient algorithm
e RSA relies on this fact

e As of year 2020, the largest RSA integer factored is RSA-250, which
has 250 decimal digits

e A French-US team accomplished the prime factorization task utilizing a network of parallel
computers in Europe and the USA

e The total computing resources used are roughly 2700 core-years (278 Jit%B})
= Hundreds of years of computing on a student’s laptop
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HTTPS: RSA application

e HTTPS = HTTP + Transport Layer Security (TLS)

e For secure communication between a browser and a website

o Use symmetric-key and public-key encryption techniques
e For the long term, use public-key encryption

e For the short term, use onetime symmetric-key encryption
E.g., a HTTP GET session

Certificate
Authority

CA

Browser Website: www.ccf.gov.cn
China Computer Federation
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3.2 Privacy issues [afA

e Privacy: keeping a user’s identity and personally identifiable
iInformation (PIl) private.

e Personal information > A=H%X A

e Any information relates to a natural person’s identity
e Includes personally identifiable information (PII)

NN 8 E PPN EY S
e Does not include anonymized personal information

o DUyl HAl 7 AUl i 5 R ecE rl A B A NG RINEMER, Ak
WAL 5 115 S

e Personal information is broad

e Such as personal names, ID numbers, personal photos or videos, website clicks
records, voice signals, financial records, medical data

e Personal data can be revealed by technology
e Utilizing metadata, data mining, Al
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Sources of further information

e In the computing field

IEEE Security and Privacy is a professional magazine exploring
security and privacy issues

Tim Berners-Lee’s Solid initiative

e In the legal field

GDPR: European Union enacted a law framework, called General
Data Protection Regulation & £ 147 26 4]
e Went into effectin 2018

bt N RSEAN AN A3 AP
o 2021 F11 A 1HtjitfT
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Basic principles of the laws

Facilitate protection as well as use of personal information
o SEE NS BRI S54EH

A person has basic rights to his/her personal information, such as:

e Right to permit a third party to collect and use personal data
e Right to timely rectification of personal data

e Right to be forgotten

e Right to port one’s personal data to another website

These rights are protected by law, even when a piece of personal data is not
owned by the person

A person’s cellphone number is protected, even though the number belongs to the telecom
company, and the person only “rents” it

Another person or institution can collect, store, process, and otherwise use a
person’s data in a legal and fair way
PIPA: BG4, DZ RIS RN
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3.3 Professional norms

e ACM code of conduct: seven principles
E PRt AL AT R vE 5 -6 R

Contribute to society and to human well-being, acknowledging that all people are
stakeholders in computing.

FFE RN SR DTk, ACAFTE NER & TH R R 2540 0
Avoid harm. B4 5HE

Be honest and trustworthy. 152 ] 5&

Be fair and take action not to discriminate. = A, KEATSH BN

Respect the work required to produce new ideas, inventions, creative works, and
computing artifacts.

BEMANTAIE, ZTESATED. . SEMHEESFTHE TR
Respect privacy. &i 5 & f,
Honor confidentiality. 2 5 {25 i

https://www.acm.org/code-of-ethics
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Form your own thoughtful judgement

THEACMAE, TERLHE CHIABT

e Understand the ACM code of conduct
e You don’t have to agree to it completely
e The ACM code itself is evolving
e But should try to understand what it says

e Apply it to the three examples in textbook, and form your own thoughtful
judgement
W B 2R =AMl 7. Examples 67, 68, 69 (H13C #RHB 52 45116.3256.33)
o Free flow versus professionally sharing of scientific data

o BlHEIENZE HREIEZEEWESFE?
EERIL IR IEREIE B INAHL (GISAID) IS

e Full disclosure versus responsible disclosure

o HZINHH I A AEA FAE = BIIRTE, MNMixmfh oo 2 IEhis & 01 o1 A 1 s i
e The case of the Morris worm (Robert Tappan Morris)

o EHEEM CLEREND Bl TAER G Al USRS ?
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