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ﬁ'ﬂéﬁﬁ'ﬁ‘/\ﬁﬁ@ Acu-Exams-CP

PR R

(A): Automatically execution
(C): Correctness

(U): Universality

(E): Effectiveness

(X): Complexity

(A): Abstraction

(M): Modularity

(S): Seamless Transition
(C): Connectivity

(P): Protocol Stack

DN SUREA TIPS 2

BEIPAT. THENLEEY B ST B HOD IR TR A
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2. HE B4R & IEEE: (PEPS)

o ENAIE R (Problem in target domain)

o &M (Encoding) #IfFE =500 (R =[E], cyberspace) HIiHH A&
o HINPUTIHHE 24 (System) LEHIIFHEERE (Process) , fifEdk|a) i
A ST [ 21 5 A A0 56

AL AL H 31T

HEIETE

Computational

Encoding
Modelin

i 5] B Problems

Processes

HERS

Computing Systems

H #R403%, Target Domain

M5 [H] Cyberspace
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o —MNTRIEF . € SRR AR Ok R R U vk

o RS = M gy el
o HEHISE. R RAEE RS A LR i
o TR L[] LT BN .

o H BRI AT LL e FE 15 45 H]

AT AL H 34T

4 N BB o bR & A N

e Tae | SUEBEEREN, it HEYUSA

2R ARl 22 ﬁ@@Eﬁ‘ﬁﬁ%ﬁﬁiﬁﬁ, FF iR [A] . .
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FApE B ERE [ ”

: MR R

_ Y,  FTHER

E 1‘/‘3@\71@% (Target Domain) %f@?fﬂ (Cyberspace)



3. HHE ARG B4

o IHITHIR, KEIRASGHNZRS, TEPITIHHELRE
o HIZEM: —PMHEHMBRAXZAEARTFTR
o BHUL: RGH 2 MG
o ITHEANL = B + KRG + MHBA
o 15 EFSURHE, BEOME
o LHATHEE
o JbEHLEN:
- PER AR PR R SRR AR 2 9548 R B
o HAUMRIN: PFalgRIA /R
- RGEVEREIMUHE X IR T RGUHIN B HATS5)
L =17 ((1-f)lp+f) > Lf 24 pDdowo
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ARBEFI N —EEAHMR
o Rt SEILLHIRRE. fER— R

Data Type
HHERE

bit (1 bit), hexadecimal number (4 bits), byte (8 bits), uint8 (8-bit unsigned integer), integer (64 bits);
array (n elements of the same type), slice (a descriptor pointing to an array); text file, BMP image file;

hypertext and hyperlink ~ H4%. 24, %, $ea. v, AR BIGE . BeEERE

Software

R

Algorithm 575

Smart method of information transformation, such as quicksort, hiding
text in a BMP file, etc. tRHEHE %

Program F% 7

Code realizing algorithms in computer language, such as hide.go in
the Text Hider project {5 EBE#FE/F hide.go

Process i f%

Program in execution, such as the “hide” process running in a Linux
environment > /WebServer & R4/~ PID=79

Instruction 5%

The smallest unit of software, directly executable by computer

hardware R PTHIE S, FHBITENIESE

von Neumann Architecture: a computer model bridging software and hardware 75%@6%11‘%&&@

Hardware

wEf

Instruction Pipeline

The basic hardware mechanism to automatically execute any

Fa ARk £ instruction “EUIE-EID AT ZRMMAKE

Sequential Circuit More precisely, only consider Synchronous Sequential Circuit
comprised of combinational circuits and state circuits and driven by a

A BB B clock signal; equivalent to the automata concept & 47N 4%

Combinational Circuit | Also known as Boolean circuit, realizing a Boolean function

4O B ER 155 L T 98 B S (5 28

10



Lt

AW .

SRR THE RT3 R B Bl R R

il

TN

B

EdaE

R

B A
A |
Fa K 2k
B 3 HE I
4H A B

ADD M[RO+R2*8-16], R1
ADD M[RO+R2*8-8], R1

MOV R1, M[RO+R2*8-0]

INC R2 /] i++

CMP 51, R2 //i<51?

MOV 0, R1

MOV R1, M[RO]

MOV 1, R1

MOV R1, M[RO+8]

MOV 2, R2 /li:=2

MOV 0, R1 // label Loop

JL Loop //'if ‘<’ goto Loop

TS

I

Full
Adder

Cs

=)

RS

N

I4I3Ile ﬁ

Inlp(t)

fib[0] =0

fib[1]=1

fori:=2;1<51;i++{
fib[i] = fib[i-1] + fib[i-2]

}

IHID('[)

!

InEx(t)

Buig

—| R

Out(D)

Out,(t) Out,(t)

AL A%

l

Z3

Hpb A7 ® / RO ‘\
0 [MOV 0, R1 R1 « ALU
2 | MOV R1, M[RO] MAR R
12 ADW%ji\@ PC FLAGS
sy 3| VDR 12
v p—)  CONtroller
\ IR }%ﬂ%%@uuu/
X, Ya X: Vi Xo Yo
I N R
At 62| e (¢S] nder [,
) ' )
Z, Z Zy

11



HAMLET

4. %‘Jlﬁ\ B‘%ﬁﬁ? l:l ,-E]ii DRAMATIS PERSONAE

CLAUDIUS king of Denmark. (KING CLAUDIUS:)

L W”te a prog ram hlde-OgO HAMLET son to the late, and nephew to the present king.
e to hide the text of Shakespeare's ..
Hamlet ACT ISCENE | Elsinore. A platform before the castle.
e in a picture file Autumn.bmp PRINCE FORTINBRAS Let four captains
. .. B Hamlet, lik Idier, h ;
e such that the doctored file shows no visible Ff;’? Le agse:ik&; ?123 h:ae:)e;[gr: peuts gige
difference from the original picture To have proved most royally: and, for his passage,
The soldiers' music and the rites of war
- Speak loudly for him.
¢ and anOther program ShOW Ogo to Take up the bodies: such a sight as this
recover the text Becomes the field, but here shows much amiss.

Go, bid the soldiers shoot.
[A dead march. Exeunt, bearing off the dead
bodies; after which a peal of ordnance is shot off]

] #:475E£0x0A

F

Original picture After careless hiding After careful hiding



G

Fhide-0.go 1t EE: HIMAT

hamlet.txt
"/ hide-0.g0
Autumn.bmp — =2

— doctoredAutumn.bmp

5 BRRIREE
® HA: UACfEhamlet.txt 5 EE 44 Autumn.bmp.
® FyH: % CdoctoredAutumn.omp, ‘B FEGE T hamlet.txtf) &A%, H-5Autumn.ompor] L2 5],
o JFEEREIPE:
1. KSR SCEhamlet. txtise it AR &t It RREECAE (text) B
2. K EM& S Autumn bmp it HEAR Ep I1p AR (picture) L2
3. Fthamlet.txt) 31K B2 RG34 & p iPixel Array )3k 324~ 715 R S
4. shamlet. txtf S Py 25 Bt 8125 B Pixel Array [l 2 7 15 BT A
5. ¥pE 2# S Hdoctored Autumn.bmp 53

0

] BMP File Header

TE1 IXXEUFED YRR ”

N0 0 NfF, UEEAAIRE

T2 R “FERE+R G+
BE” FHAE, EFE3F

Autumn.bmp 56

15 BMP Info Header

53

54
55 Pixel Array

13



7E B3 AP RSBt

o Rt

p, _:=ioutil.ReadFile("./Autumn.bmp")
to read the image file into byte slice p
e t, :=ioutil.ReadFile("./hamlet.txt")

to read the text file into byte slice t
o HHTEIMER] L], | = O~len(t)

for i:=0; i<len(t); i++{

modify(int(t[i]),/p[offset:.offset+C], C)

ELBIR 724, BN FRFE8AL,
EFEpHAN T . XAN TR E
A0 1. 2.0 3. SHORIEAPAT
modify(int(t[0]), p[86:90], 4), 15X
P[86], P[87], P[88], P[89]

Fhb+ R 5 * 4+ =
B2 B A ) R+ 5 Hm s B S bR

o R1+M[RO +R2 *8 -16]
Hit &3 KB T WBE

- R1

RO

13
14
15

53

55
56
85
86

87
88

90
91
92
93

Autumn.bmp
Original p

BMP FILE
HEADER

BMP INFO
HEADER

Oth Pixel-B
Oth Pixel-G
Oth Pixel-R

10th Pixel-G
01111011
10111011
01011010
10100111

Pixel Array

. PO

13
14
15

53
54

56
85
86

87
88

90
91
92
93

doctoredAutumn.bmp

Modified p

BMP FILE
HEADER

BMP INFO
HEADER

Hide 2 bits of len(t)
Hide 2 bits of len(t)
Hide 2 bits of len(t)

Hide 2 bits of len(t)
01111000
10111010
01011000
10100101

Pixel Array

14



UREL/MIU S

o0 w»

ilélz% g

B F25EAE P hide-0.go e A A X fhamlet.txt 5 BUR A
Autumn bmp, % Jthj%'—/\ 1% H:doctoredAutumn.bmp.
MRV FRAT TR B — B 5 A0 myMusic. mp3 & ik 78 B e,
IR IEFEE O

¥t doctoredAutumn.bmp# #t simyMusic.mp3
Khamlet.txt®& # fxmyMusic.mp3
BAutumn.bmp# # slimyMusic.mp3

IR R ER R, FEFhide-0.go H BE¥
A A B el A MG ST, ANBRRSER
B



https://course.things.ac.cn:10088/questions/?title=测验

5. B R LB

o M NNHEH
o (RS HLFKF

o5

o MMALGF

I

AR HLIE

H— N EZ DR 4%

K ERE
7H 1%

o HHHLEXFE: Out(t) = F(In(t), State(t))
o N IREHIEG: State(t+1) = G(In(t), State(t))

o I/ HLEGHIZRE Lt B (e L ) — R A

oK 7]

o WH NI BN [FEIZD HIIT P (synchronous sequential circuit)

In(t)

State(t)

CLK
State
s/ Combinational R Circuit
Circuit G State(t+1) /lj(j‘EE %
_\_‘ N y 10> E
PR —IRAS

A L Ao OA2 o~
M2 o HEEFO

Combinational
Circuit F

7 B )
A5 HLEEF

Out(t)
—

16



A~ BT AN R AT IR

o TEVUANIN B B HASE INTE Z3 2,2, 7y = X3X,X1 X, + Y3 Yo Y1 Yy
o T—JAMTER— N EINERIE
o PR —AsLBI5GE
e 11,,+9,,=1011, + 1001, = 10100, = 20,, = 4,, and overflow
fiAX=1011, Y=1001; MN4tZ=0100 H /A FEA7 i
o Wil
o FLP: HhHERESHE, FEZDADMKE?
o HFEE— Dfik#H, HREBQFRFRILHIHEAL

CLK Combinational | Out(t)
A

In(t) State Circuit F
Combinational Circuit State(t)

Circuit G State(t+1)




BT AL B AT INIEAS

o Bitidi

FH1: HRMEIRSHE, FEZDIDALS?
RBE—) DR, HRSQRFAFHALC

#20: EHNFHEBE—REH
INRHEAX, Y; OutR#iHiZ; QEBEAIC; Enable=Kf4{E5CLK

o ) HHL
F

IZ_.

18



B g

o 3T KR HEF 5N HEGHIA/RRBER
I H e L B R A e P

X Z
B 1 PR YAVAYAVA
X3X2X1Xo Y F = 3727170
1011 0100
1001
EIERERE 10110
XY/Z
00/0, 01/1, 10/1 01/0, 10/0, 11/1 1011=X
+ 1001=Y
10110=C
17 0100=2Z
o q,

00/1

- g, denotes C=0
IH] HZ':EH‘? EEE%E["JW(#&??%%@ o denotes C=1



Wit

o 3L K HEFEINEHEEGHIA R RIER

o I Y LB HPIRS I, TS HEER

XY/Z

00/0, 01/1, 10/1

01/0,10/0, 11/1

11/0
Qo q

00/1

g, denotes C=0
g, denotes C=1

s |~
=
c X Z Cox cC X Z Cox
qQp O 0 q 0 0 0 0
qQp O 1 q 0 0 1 0
qo 1 1 q 0 1 1 0
Jo 1 0 q 0 1 0 1
qQ 0 1 q 1 0 1 0
q 0 0 q 1 0 0 1
q 1 0 q 1 1 0 1
q 1 1 q 1 1 1 1

20



Wit

o 3W: R HEF IR BEGHIA R RIEN
o W FE BRSSP R TR I FRIGHI R AR

XY/Z

00/0, 01/1, 10/1 01/0,10/0, 11/1

11/0
Qo q

00/1

g, denotes C=0
g, denotes C=1

C X Y|z C,.
0 0 00 0
0 0 1|1 0
o 1 0|1 o0
o 1 1|0 1
1 0 0|1 o0
1 0 1|0 1
11 0|0 1
I B T S T

i ) LI
F

Z=FXY,CO)=XPYDC

Chext = GX,Y,0) = X-Y) + (X®Y)'C

21



wItEEF4T: BE

o 5E
o (1) Wity T BN 7 g,
o (2) MINX3X, XX, = 1011, V,Y,Y, Y, = 1001, 585 HHC, = 0
o IEWAES RN NZ,Z,7.Z, = 0100, HAC, = 1% i
o INH DR
o MHEHEIIO0: Z) = X,®Y,BC, = 10180;
o Ci=0Xy V) +X®BYy) - Co=(1-1)+(11)-0

)f)(gzil)io LX T tosisash |
1Y A HEE  [Crext D fil i 5 ' F

1001 s :

Y.Y, Y Y, G

F:Z=XPY®DC
G Chext =X N+ XDPY)-C

C4C3C5C1 Gy
0

Z3Z221Zg

22



Wi dEFE4D. BHE
o ZA5E
o (1 Withyfi) BN Fr g,
o (2) BMINX3X, XX, = 1011, V3Y,Y, Y, = 1001, 58 HC, = 0
o IEWAGERN NZZ,Z,Zy = 0100, HAHC, = 1T i H
o WHIDIR
o WEHEHAO: Z, = X, ®Y,DC, = 11600 = 0;
° Cl:(Xo‘Y0)+(X0®Yo)°CO:(1°1)+(1®1)‘0:1

X3X,X:1Xo i 7 0

1011 * T, 1 P 23222120
WasHags  [Coen D fil 4% N g 0

1001 s e

YsY, Yy Yy G 1

F:Z=XPY®DC
G Chext =X N+ XDPY)-C

C4C3C501 Gy
10



WITIEF4P: BE

o ZAE
o (1) Witirmy T BNy HEg,
o (2) MINX3X, XX, = 1011, V3Y,Y, Y, = 1001, 5H]EaHAIC, = 0
o IEWAGE RN NZZ,Z,Zy = 0100, HAHC, = 1T i H

o ImFEITIE

o IEFEI0: Zy = X,@Y,DCy = 1D1D0 = 0; C, = (X - Yg) + (Xg®Yy) - Co = (1-1) + (101) -0 = 1
® H{l‘%’ﬂ%ﬂ@ﬂl: Zl == X1®Y1®Cl == 1@0@1; CZ == (Xl . Yl) + (X]_@Yl) . Cl - (1 . 0) + (1@0) . 1

X3X2X1Xo

e i 5
1011 g — . NI 23222120
1001 0 R [Crex D fid s S 0
.Y, Y, Y, G 1

F:Z=XPY®DC
G Chext =X N+ XDPY)-C

C,C3C,C,Cy
10

24



WItEREFE4P: BHE

o 5E
o (1) Wity T BN 7 g,
o (2) MINX3X, XX, = 1011, V,Y,Y, Y, = 1001, 585 HHC, = 0
o IEWAGE RN NZZ,Z.Zy = 0100, HAHC, = 1F i

o REITIE

o EHEI0: Zy = X,@Y,DCo = 10100 = 05 C, = (Xg - Yy) + (Xg®Yy) - Co = (1-1) + (101) -0 = 1
[ ) H—‘T%IFFI%%J.: Zl == X].@Yl@(:l == 1@0@1 == 0; CZ == (Xl * Yl) + (X]_@Yl) * Cl = (1 * 0) + (1@0) * 1 == 1

X3X2X1Xo

Lx T z Z37Z,7,Z
1011 % — - e L A 3424149
1001 0 asrgg  [Crea D fi sz N 00
.1, Y, Y, G 1

F:Z=XPY®DC
G Chext =X N+ XDPY)-C

C4C3C501 G
110

25



wItEEF4T: BE

25 7E

o (1) Withfi) T~ BN FF LRk,

o (2) WiANX3X,X X, = 1011, V3V, V1Y, = 1001, 5HIEEIFAIC, = 0
o EHALE RN NZ,Z,7,7, = 0100, HAEC, = 1€/ EH

o Lﬁ/%

P R H0: Z, = X, ®Y,®DCo = 1d1D0 =0; C; = (Xy-Yy) + (X,®Yy) - Co=(1-1)+(1d1)-0=1
PR Z, = X,@Y,0C, = 100P1=0; C, = X, - YD)+ X,®Y)-C,=(1-00+(1d0)-1=1
P E2: Z, = X,@,@C, = 000Dl =1; C;=(X,-Y,) + (X,@®Y,)-C, =(0-0)+ (000)-1=0
PR H3: Z3 = X3@V:00; = 19100 =0; C,= (X3 -¥3) + (X30Y)-C;=(1-1)+ (1d1)-0=1

X3X3X1Xo e 0
1011 g e . NI éﬁ%lé"
1001 1 RAHEE  [Crex D fidhes N g

AR G 1

F:Z=XPY®DC
G Chext =X N+ XDPY)-C

C,C3C,C,Cy
10110



wItEEF4T: BE

25 E

o (1) Wity T By HEg,

o (2) MINX3X, XX, = 1011, Y3Y, Y, Y, = 1001, 591463 67C, = 0
o EHAEE RN NZ,Z,7,Z, = 0100, HEC, = 1T REH

o Lfﬁy%

P H0: Z, = X ®Y,®DCo = 1100 =0; C; = (Xp-Yy) + (X,®Yy) - Co=(1-1)+(1P1)-0=1
PR AL Z, = X, ®Y,0C, = 100P1=0; C, = (X, V) +(X®Y)-C,=((1-0+(1d0)-1=1
P EH2: Z, = X,®Y,0C, = 000D1 =1; C; = (X, Y,) + (X,DY,) - C, = (0-0) + (00)-1 =0
P EHI3: Z3 = X3@V:0C; = 19100 =0; C, = (X3 -Y3) + (X30Y3) - CG;=(1-1D+(1d1D)-0=1



FE—R=: R FFHEEESEIHAL BT IR

o TEVUANIBh B S RIE 232,72, 7 = X3 XXX — YaYo Vi Yy
o (RBHURIT R HRRMD
o DO/ i 3 A B IE 4 R

o MH—~S5uk

e (-5-1=-6

o 1B EEAIHEH IR

28



Y
RET Wit rikd: WREBERBREHIES o HEHAAS)

o KXHZIWEE (multiplexer, MUX) HIlnjkss
o PHI(E B SHEHHINE (S=0)E MUk (S=1)
o SRFHTHEBIAMD, WIES TN 5-5 =5+(-5); 5 EHr T IN-5
o XML (-X) WL &XH — 2 Hl| %M
o HHX=Y=5. Hl, X X,X.X,=Y,Y,Y,Y,=0101
X—-Y =5+ (-5) =5+ (5[\%MY)

> 0101+(0101+0001)

= 0101 + 1011 ;
{x ifS =0 =10000=C,Z,2Z,2,Z,

N
Il

Y ifS=1
S X3Y3 X2Y2 X1Y1l XO0YO
@ I 1

oo

C4 «—— 4-bit Adder «—CO Cd +— 4-bit Adder

1z T ] 1 11

i3 i2 £l 0
1 Y Z3 Z2 Z1 Z0

el === =1 !
—_—_ 0 O~ = O O
— O —~, O~ O~ o
—_ O — O = = O O N

Multiplexer % %5 FH %% Two's complement 4-bit adder Adder-subtractor
29



6. M. B _RBESIZERH

®
o
® IX_XIQ%TE&EI\:EQ\@% */l\lx_ilé%%*/l\g, @ ® °
SN ES: TREGSUES g
N . . H—fimnne O
o - foZ a3 FUF T T R T °

REEE (I

VARNY

e Computed search results by matching the
keywords in search queries to the contents of
webpages (nodes)

o AERGI R
AT BRI

o AR SIZEAHM 7 IhIh, RIM
WM RS (MDD H5iU&EE \ A

CGEEBERL)

e Web links (edges) also significantly influence

the relevance of search results More fully utilizes network thinking and created Google
and Baidu, serving billions of users and generating
annual revenue over $100 billion

30



7. Tk

: HERMIE

(RN

o A IATHEL AT A IC AR BB I Wi U5 )AL T IR [ iR 45 25 1 “HETRIE R B A
LA MNP H192.168.1.101 , Ak%#%1P210.208.104.3, K| FHURLY:

Body

HTTP Packet

Header

HTTP Packet

/]

TCPEk TCPE/E

15 o
O LHrTR SRR _wme [ o
L AnE s !
o LI _____ 1| m
i 1P 1P i
] - — Vo e » ]
o E E o
¢ D @E ©) ©) E@ ) ¢
2B BB B8 BB BE-
TCP TCP
HTTP HTTP
. ~/ —___ — \= /

Host

WiFi Switch

Routerl

Router2

Ethernet Switch

Host

31
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P ER: EEBRMIE

(RN

o A IATHEL AT A IC AR BB I Wi U5 )AL T IR [ iR 45 25 1 “HETRIE R B A
LA MNP H192.168.1.101 , Ak%#%1P210.208.104.3, K| FHURLY:

Header

Body

HTTP Packet

HTTP Packet

IP

HTTP Packet

J

-

\PE L

!

~
IPELfE

HH A
o lETe MEEH ___ mre )
i EE Juks
N e ___ICP >
i IP
] - —— — — — vaim =i e
s (= (B | LB
¢ D @E ©) ©)
awmﬂa aoa a a a
IP
TCP
HTTP
\o -\ )
Host WiFi1 Switch  Routerl Router2

1

R

HTTP ]

TCP L]

IP i

______ 4 —

L]

E® i 4
4_,5 a > a%her
TCP
HTTP

S /

Ethernet Switch

Host
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HrE

¢: HEKME

(RN

o A IATHEL AT A IC AR BB I Wi U5 )AL T IR [ iR 45 25 1 “HETRIE R B A
LA MNP H192.168.1.101 , Ak%#%1P210.208.104.3, K| FHURLY:

Header Body
HTTP Packet
HTTP Packet
A o, 3k
IP HTTP Packet
AA’
1P HTTP Packet

HH A
o lETe MEEH ___ mre )
i EE Juks
N e ___ICP >
i IP
UARas | @ e Y CE
s (= (B | LB
¢ D @E ©) ©)
awmﬂa aoa a a a
IP
TCP
HTTP
\o -\ )
Host WiFi1 Switch  Routerl Router2

1

R

HTTP ]

TCP L]

IP i

______ 4 —
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